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Behind the Digital Curtain:
A Look inside the Russian Information
War against the West

Marta Barandiy, Dr. iur.!

Introduction

In the post-truth world of Putin and Trump the internation-
al law is being spurned by some states; a development led by
the two most powerful permanent members of the United
Nation’s Security Council. In the past few years this has re-
sulted in the obliteration of trust between different public
and private actors of international relations, and everyone
became self-righteous (Miger, 2016; Herszenhorn, 2018;
Applebaum, 2019; Harding, 2018).

Next to journalists, lawyers, economists and political scien-
tists, who are all experts on media, law, economic and politi-
cal life respectively, everyone with access to a keyboard also
claims to be an expert in these issues (i.e. bloggers, opinion
leaders). The moment has come when all the crises - econom-
ic, ecological, migration, informational and political - are
intertwined, and nobody can entirely figure out where they
originated and how to address them but many declare to have
«the solution» (Miger, 2016; Herszenhorn, 2018; Apple-
baum, 2019; Harding, 2018).

1 Ph.D. in International Law, Of Counsel at Asters law firm, Founder and Board
Director at Promote Ukraine, Lecturer at Ukrainian Free University Munich
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People are no longer observers but rather participants and
targets of all possible conflicts that happen «remotely» —ide-
ological and political, within and outside their country. The
consequences of this «participation» have already affected
their personal lives: religious-ethnic conflicts, Brexit, rise
of the extreme right on the European continent, etc. (Nagan
& Hammer, 2008).

At the same time, it is harder for scientists (scholars) to
reach their potential readership, their expertise discarded
when inconvenient. Moreover, the quality of research ma-
terials has decreased and it has become difficult to check
the reliability of their sources. To this comes the increasing
noise generated by ever more Internet outlets with dubious
funding and nefarious goals, which disseminate rumors,
untruths, historic revisionism, and even fake studies (Kar-
naushenko, 2015; Jeangéne; Escorcia; Guillaum & Herrera,
2018).

Loss of control over dissemination of information that in
seconds can reach millions of people, and can cause emotion-
al outbursts and social unrest, is one of the consequences of
globalization and the spread of the Internet which are both
impossible to reverse.

The extent to which the information disorder has developed
in the world is also the result of a «hybrid war», which has
been waged by Russia, one of the biggest countries that have
resisted globalization for over 20 years. Russia is trying
to clench the past, to preserve what it calls «classical rela-
tions» between the states, although «the classical relations»
between states (as Russia understands them) are not feasible
anymore, due to the emergence of millions of «actors in the
digitalized world», who have the ability to actively influence
the processes of coexistence. As a member of the UN Secu-
rity Council, Russia continuously blocks resolutions that
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could solve burning issues of international relations (Syria,
Venezuela, and Ukraine etc.). Russia deliberately paralyzes
international public law and weakens interdependence be-
tween states, triggering political and information chaos in
liberal democracies (Lukas & Pomeranzev, 2016; Chivvis,
2017; Gerasimov, 2013).

At the same time, Moscow experiments the introduction of
controls over information within and outside its borders.
Having problems with the freedom of speech (Report of the
Freedom House on Russia, 2019), Russia undermines this
norm in other countries through the activities of its agents of
influence (Kamian, 2018; Miger, 2016; Abrams, 2016). Rus-
sia creates conditions in which liberal democracies are forced
to debate about the introduction of censorship for the sake
of national security and sovereignty (Barandiy, 2018). As an
example, citizens, politicians and officials in a country like
Ukraine blame the existing licensed media for being Krem-
lin-mouthpieces, and call for «active or passive defense»
against the Kremlin’s infiltration in their national discourse
(Barandiy, 2018). The consequences of such allegations vary
from counter-propaganda (as active defense) to the attempts
to shutdown certain media outlets (as passive defense). The
urgency of the reaction depends on the level of the freedom
of the media in a country, and whether it suffers from or is
under imminent risk of military aggression of Russia.

Both, the military intervention, which is forbidden in in-
ternational law, and interference in other states’ affairs
through information, which is not forbidden in international
law, are inherent to the concept of foreign policy of Russia.
Though the second aspect is often considered to be a form of
war not only by Russia (which will be discussed below) but
also by many Western states — Russia’s war against liber-
al democracies aims to force back the international commu-
nity to the «classic relations between states» time, without
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supranational bodies like the EU or NATO (Syuntyurenko,
2015; Putin, 2014; Pieters, 2018).

One active actor that resists this «war» is civil society?.
NGOs and activists worldwide cooperate with public and
private actors, organize events and produce reports with
the goal to raise awareness on the level and consequences of
«interference». By now they have not managed to streamline
the «information disorder» as the approaches of such «inter-
ference» differ depending on terminology, used in the states
of the origin of such NGOs.

Thereis a terminology that hasbeen circulated in the commu-
nication flow of legal and political systems of nation states,
but only few of them are actually regulated by national or
international law. The officials and experts use active meas-
ures (Russia, USA), interference in internal affairs (Russia)
or election meddling (USA), hybrid or ideological war (an-
alysts worldwide), information aggression and information
attacks (Russia), psychological operations, fake news and
disinformation (the USA, the EU), manipulation of informa-
tion (France), Russian propaganda (Ukraine), propaganda of
war and hate speech (Council of Europe, OSCE, Germany),
cyber attacks (worldwide) etc.

Absence of common terminology amplifies the chaos and
weakens the resistance of states against Russia’s extraterri-
torial information influence operations (Ristolainen, 2017).
Nevertheless, it is of paramount importance to establish
common definitions because of the tight technological and
human interconnections in the current global world order.

First of all, it is necessary to establish sources in politics
and law of Russia that aim at information influence of the

2e.g. InformNapalm, Stopfake, EuromaidanPress, Bellingcat, EU Disinfo
Lab etc.
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Kremlin on other states. Russia acts in a «<bubble of interpre-
tations»; the purpose of this study is to connect the actions
undertaken by Russia to the terminology Russia itself uses
itself for such acts and «reciprocal» actions undertaken by
other states against Russia. This is needed to understand the
approach, worldview and mindset of the Kremlin’s power
elites and for the West to be able to resist or to adapt to the
conditions imposed by Moscow (Bennett, 1995).

In this paper, I intentionally do not connect Russia’s «meas-
ures» to officially existing terms in Russia as its actions are
considered by Russians to be a «defense». At the same time, I
do not connect Russia’s «measures» to any existing western
term or definitions, in order to avoid the confusion between
those definitions and the findings in this study.

I propose to use the term that contains elements of Russia’s
«measures» that would resonate with all the states that have
felt their impact. This term is «influence through informa-
tion» («information influence») (Scott, 2016).

The purposes of the study are 1) to determine the place of
«information influence» in Russia’s concept of «interfer-
ence in sovereignty» as interpreted by the law, science and
rhetoric of the Kremlin, and 2) to offer a definition of «in-
formation influence» in relation to «interference in sover-
eignty» as defined by the Kremlin and, at the same time, as
experienced by the Western states.

Terminology, used by the Kremlin. Basics

Information influence of Russia on foreign states has been
systematically introduced into its concept of sovereignty
after 2011 (Ivashov, 2012). The dates and chronology of
the introduction of the concept of «information sovereign-
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ty» are tied to past elections in Russia, which for decades
have kept in power the same people by just rotating their
positions. Thus, after Medvedev’s «presidency» Putin’s re-
turn to power took place in March 2012 (Pavlovskiy, 2014;
Ziegler, 2012; Budraitskis, 2014). In May 2012, Igor Ash-
manov, one of the founders of the Russian Internet called
«Runet» talked about the necessity of introducing the no-
tion of «digital sovereignty» (KoBanenko, 2019). In Febru-
ary 2013, General Valeriy Gerasimov came up with the «ide-
ology» of information aspects of geopolitical confrontation
(HlavRadyoOnlain, 2012; Kasperskaia, 2014). In 2014 Pu-
tin’s aide and advisor on Ukraine Vladislav Surkov (who in
2006 had already introduced the idea of «sovereign democ-
racy») published an essay about «non-linear war» — Putin’s
method of information influence on Ukraine and other coun-
tries (Surkov, 2006; Dubovitsky (Surkov), 2014).

In internal affairs and in the international arena Russia is
adopting laws and proposing agreements that reflect its ap-
proach tostate sovereignty, the concept of (non-)interference
and information security. These documents are governed by
a specific terminology that is used by the state institutions
involved in the drafting.

In September 2011, Russian Ministry of Telecommunica-
tion prepared the Convention of Information Security for
the UN. Though this was not accepted by the majority of the
Western states its content is relevant for understanding the
Kremlin’s readiness to introduce the state of information
sovereignty in Russia with the accompanying reactive and
pro-active measures in relation to foreign states.

The preamble of the Convention mentions that «political au-
thority in connection with governmental policy issues relat-
ed to the Internet is a sovereign right of States...». (Conven-
tion on International Information Security, 2011)
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Art. 1 declares the aim of the Convention which is «to act
against the use of information and communication technol-
ogy to violate international peace and security, as well as to
set up measures ensuring that the activity of governments in
the information space will» among other:

— «be compatible with the right of each individual to seek,
receive, and distribute information and ideas, as is af-
firmed in UN documents, while keeping in mind that this
right may be restricted through legislation to protect the
national and social security of each State, as well as to pre-
vent the wrongful use of and unsanctioned interference
in information resources»; (Convention on International
Information Security, 2011)

— «guarantee the free exchange of technology and infor-
mation, while maintaining respect for the sovereignty of
States and their existing political, historical, and cultural
specificities».(Convention on International Information
Security, 2011)

Art. 2 defines the term «information warfare»—«confron-
tation between two or more states in the information space
with the goal of inflicting damage to information systems,
processes, and resources, as well as to critically important
structures and other structures; undermining political, eco-
nomic, and social systems; carrying out mass psychologi-
cal campaigns against the population of a state in order to
destabilize its society and the government; as well as forcing
a state to take decisions in the interests of its opponents».
(Convention on International Information Security, 2011)

One more interesting term defined by the Convention is «in-
formation weapon» — «information technology, means, and
methods intended for use in information warfare». (Conven-
tion on International Information Security, 2011)
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Art. 6 puts limits on the states requiring that they refrain
from developing and adopting plans or doctrines capable of
increasing threats in the information space, straining rela-
tions between states or provoking «information wars»; that
they refrain from any actions aimed at a complete or partial
breach of the integrity of the information space of another
state; that they refrain from using information and commu-
nication technology to interfere with the internal affairs of
another state; that they refrain from slander as well as from
using insulting or hostile propaganda to intervene into or in-
terfere in the internal affairs of other states; that they have
the right and duty to take action against the proliferation
of untruthful or distorted messages which could be consid-
ered as a means of interfering in the internal affairs of other
states or as damaging world peace and security etc.

At the same time «this Convention will not apply in those
cases when the actions in question are undertaken within the
information infrastructure of one state, citizen, or corpora-
tion under the jurisdiction of that state, and the effects of
those actions are only felt by citizens and corporations under
the jurisdiction of that state, and no other state has grounds
to assert its jurisdiction» (Art.3).

As we see the terms «information war», «information weap-
on», «mass psychological campaigns» have been in use and
waiting for their «introduction in law» by Russia for many
years.

Recent developments in Russia concerning a possible inter-
net isolation introduced through a draft law reflected the
Kremlin’s idea of digital (internet) sovereignty (O Buecenun
usMeHeHU B PemepanabHbIil 3aK0H .. Ne 608767-7; Dani-
lenkov, 2017; Ristolainen, 2017). The digital sovereignty
though is only a part of a wider concept of information sov-
ereignty in Russia. This exact concept has been advocated
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by Igor Ashmanov since 2012-2013 (Yarovaya & Ashmanov,
2013; Diplomatrutube, 2013). It justifies the control by the
Russian government over information distribution in the
country and securing the «independence» of this informa-
tion from «external influence».

Igor Ashmanov is one of the most influential people from
the IT industry in the entourage of the Kremlin’s key deci-
sion-makers. He gives lectures on information sovereignty,
also to hackers, so called kiberdruzhynniki (Tsarhrad TV,
2017), and participates in the hearings by the Russian law-
makers (Diplomatrutube, 2013; ABstudiya, 2018; Zappone
& Massola, 2019). In 2018 he was Putin’s confidant during
the Russian presidential election. His and his partner Na-
talia Kaspersky’s products cover over 50% of the Russian
information security market (Kasperskaia, 2014). Because
of their world view they expose in their advocacy activity
and their business interests, it is natural that they lobby for
the creation of a propaganda system and for the introduc-
tion of information sovereignty ideology, which consists of
an information shield and an information sword, for both of
which naturally their products should be used?.

The «information shield» consists of reactive instruments to
protect the Russian information space from external inter-
ference, while the «information sword» consists of attacking
or preventive instruments of interference into information
flows of foreign states, both aimed at «the disruption of the
information sovereignty of the adversary» (Life TV, 2012).

3 Natalia Kaspersky is owner of IT security company «InfoWatch» and
social media «reputation scanner» «Kribrum», currently she leads the
working group on cybersecurity of the Russia’s government program
«Digital Economy»; Igor Ashmanov is partner of Natalia, he is owner of
the company «Ashmanov& Partners», he is believed to be both the inspi-
ration and the executorof the Kremlin’s concept of internet sovereignty.
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According to Ashmanov, a state needs information and cy-
ber-forces consisting of hackers in order to realize these in-
formation attacks. Information attacks are the «sword» of
the information sovereignty, and «they are not forbidden by
international agreements». What is important, according to
Ashmanov, with the help of information attacks «military
intervention in a foreign state can be justified» (Ashmanov,
2013; Tsarhrad TV, 2017).

The report «Facts of the interference in the information sov-
ereignty of Russia before presidential elections. Preparation
of Maidan technology in Russia», authored by both the In-
stitute of Strategic Studies and Forecast (further ISSF) and
the «Antimaidan Movement» (Exucees, 2015), proposed to
equate the attacks on the information sovereignty of Russia
with military aggression, and to consider the foreign chal-
lenge to the propaganda of the Russian state aimed at the
people of Russia as an encroachment on the Kremlin’s infor-
mation sovereignty (Geopolitika.ru, 2017).

The «Antimaidan Movement» was initiated by the Rus-
sia’s Great Fatherland Party, which is co-chaired by the
above-mentioned Igor Ashmanov. Although ISSF head Dmi-
triy Yegorchenkov participated in the drafting and pres-
entation of the report, it is still not clear who «ordered»
the report and what impact it has had in the Kremlin (ISIP
RUDN, 2017).

Many of the terms used by the Kremlin, have been elaborat-
ed on in another document - the Report of the Temporary
Commission of the Russian Federation Council «For the pro-
tection of the state sovereignty and prevention of the inter-
ference in the internal affairs of the Russian Federation»
(further the «Report») that was established with Resolution
of the Russian Federation 14 June 2017 Ne172 (further the
«Temporary Commission»).
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The Temporary Commission has investigated «facts of inter-
ference» in the sovereignty of Russia. Its task has been to
provide Russia’s Parliament, Ministries, the Central Elec-
toral Commission, the Prosecution Office and other state in-
stitutions of the Russian Federation with recommendations
on how to restrict possible «interference» in the internal af-
fairs of Russia by international actors in the future.

The Temporary Commission is Russian «response» to the
US-investigation on the Russian meddling in the 2016 pres-
idential elections and other reciprocal acts that followed
after these allegations (3asepusieBa, 2017). Two chapters
of the Report are dedicated to the history of «American in-
terference» in other states, particularly, in Russian affairs.
The US norms of resistance against Russian influence in the
world like «Patriot Act», «Freedom Act», «Magnitsky Act»
and «Ukraine Freedom Support Act» are also mentioned in
the Report.

The head of the Temporary Commission Andrey Klymov
admits that «it is difficult to differentiate informing from
interference» (Poccua 24, 2017). This narrative is easily
manipulated by the Kremlin who at home calls information
coming from foreign sources an interference and restricts it;
while disguising its own information interference as legit-
imate information and insists it must not be restricted be-
cause Western governments guarantee «freedom of speech»
and «freedom of media».

Terms that have been used to expose foreign influence are
«foreign agents» and «undesirable organization». Political-
ly active NGOs in Russia that receive grants from abroad are
called «foreign agents» by the Russian government (Report
of the Temporary Commission of the Council of the Russian
Federation on the Protection of Sovereignty, 2018, p. 56). At
the moment of establishment of the Temporary Commission
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more than 90 NGOs had been identified as foreign agents,
and by 2017, 11 organizations were designated as undesir-
able (Report of the Temporary Commission of the Council
of the Russian Federation on the Protection of Sovereignty,
2018, p. 58).

Another interesting term is «vbros» — «news stories» that
are «dumped» into social media, «washed» through the
mass media in order to appear again in the social media as
legitimate news (Report of the Temporary Commission of
the Council of the Russian Federation on the Protection of
Sovereignty, 2018, p. 59; Gostev, 2017). «Vbrosy» are dan-
gerous as they can provoke the spread of false information
about individuals and institutions at an impressive speed in
huge volumes, «igniting people’s emotions».

The other terms, used by the Russian decision and opinion
makers are «information confrontation», «containment of
Russia», the collective West, «complex measures», «asym-
metric measures», «complex approach», active operations,
agent of influence, ideological diversion, ideological ag-
gression, active measures, «sovereign expertise» (scanning
of every draft law on resistance to interference) (Komov,
Korotkov & Dylevski, 2007; Belenkov, Gyulazyan & Ma-
zlumyan, 2018; Ruptly, 2019).

Russian information influence on foreign states in terms
of sovereignty

The breach of the sovereignty of foreign, often neighboring
states by Russia is inherent to its modern doctrine of inter-
national law, and its approach to foreign policy is based on
force, rather than the law, as the means to achieve its geopo-
litical goals (Tolstykh, 2016). Although «in theory» Russia
respects international law, in reality it places the suprema-
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cy of national interests over internationally agreed norms;
it brings up historical, religious and other non-recognized
scholarly arguments to justify its actions in international
relations and prioritizes bilateral relations over multilateral
agreements (Klishas, 2018; Miger, 2016; Abrams, 2016).

For the last two decades, Russia has tested how far it can
push the boundaries of tolerance of the international com-
munity to the breach of international law (Report of the
Standing Committee on National Defence of the House of
Commons (Canada), 2018). So far, only the reaction to the
«hybrid interference» in Ukraine has had negative conse-
quences for Russia in face of sanctions or dismissed partici-
pation in the decision-making process of some international
organizations. Despite the reaction of the West, Russia has
not changed its approach towards international law. Inside
the country state media «used» West’s reaction to boost
popularity of Russian leadership (Kazun, 2016; Domanska,
2019). In international relations Moscow has tried to im-
pose its vision of the «rightful transactions» onto the gov-
ernments of other states, e.g. through UN Security Council
meetings. Whenever Russia’s message fails through official
communication, it moves into attempting to replace foreign
political decision-makers with the ones friendlier to Krem-
lin’s «transnational activities» (Shekhovtsov, 2017).

By manipulating technology and achievements of Western
democracies, such as the concept of human rights Russia
tries to undermine Western democracies’ values. For exam-
ple, it «interferes in the sovereignty» of the Western states
by financing their radical parties, undertaking information
and cyber attacks, and stocking social divisions.

During the referendum campaigns in the UK and the Neth-
erlands, as well as during the elections in Germany, Austria,
Czechia, Italy, the United States and France, Russia engaged
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in «informational-psychological pressure» on the electorate
with the aim to weaken certain candidates and prevent in-
convenient outcomes for the Kremlin (Bradshaw & Howard,
2017). In all of them the fear-mongering narratives that in-
cluded migrants, Islam, and non-traditional life-styles were
used.

The results have often been useful for Moscow for destabi-
lizing Europe: the UK decided to leave the EU although a
majority of the population as well as some national authori-
ties now realize that it may be financially and reputationally
ruinous; in Germany, for the first time since the World War
II the far-right took seats in the parliament; in Austria and
Italy the far-right entered the government.

One may argue that it isnot proper to conclude that the narra-
tives created by the Kremlin during the political campaigns
in the above-mentioned states had swayed the outcome of the
referenda or elections resulting in choosing Kremlin-friend-
ly ideas and governments. While the exact effect of the in-
fluence has been empirically challenging to establish, the
attempts to influence are beyond doubt (Political Warfare:
Competition in a Cyber Era (Policy Paper), 2019; Bayer,
Bitiukova, Bard, Szakacs, Alemanno & Uszkiewicz, 2019).

The Temporary Commission claims that Kremlin’s actions
are solely the responses to the «information, sanction and
diplomatic war that has been waged against Russia since
2014» from the moment of the «coup d’état» (the way the
Kremlin calls Revolution of Dignity or «Euromaidan») in
Ukraine, but, as shown above, Russia started claiming infor-
mation sovereignty long before the 2014 events in Ukraine.

Conference “Behind the Digital Curtain: Civil Society vs State-Sponsored Cyber Attacks” m
Brussels, June 25, 2019


https://www.promoteukraine.org/behind-the-digital-curtain-conference/
https://www.promoteukraine.org/behind-the-digital-curtain-conference/

Marta Barandiy, Dr. iur.

«Influence through information» in Russian interpretation

«Russia’s official military doctrine, as well as statements by
top Russian generals, describe the use of false data and dest-
abilizing propaganda as legitimate tools, and information
as another type of armed force (military power)», — says Eu-
ropean Union Commissioner for Security Julian King (Bar-
barosie & Coalson, 2018).

Following every new offence originating from Russia, West-
ern countries’ leaders declare that the Kremlin meddles in
their internal affairs —in the information space, cyber space,
and political arena of their nations. Nevertheless, these
statements have not yet shaped a united Western vision of
how to counter this Russian foreign policy strategy. Wheth-
er respective governments realize it or not, all the acts of the
Kremlin towards other states are part of Russia’s system of
international relations and have to be analyzed in their com-
plex entirety.

Peter Dickinson writes in his article «From Crimea to Salis-
bury: Time to Acknowledge Putin’s Global Hybrid War» that
the West does not realize that the Kremlin’s attacks are not
isolated from one to another; its actual goal is to interfere,
and these interferences constitute a «single coordinated
global campaign» (Dickinson, 2018). Therefore, the problem
is that the West mobilizes its power and resources to repel
individual Russian attacks separately instead of learning
about the Russian integral approach and preparing appro-
priate response.

At the same time, it has to be considered, that the measures
of the Kremlin towards other states are often not coordinat-
ed and not thought-through, as they are executed by the dif-
ferent independent from each other actors within Russia’s
government (DenTV, 2019). Yet the common ground of these
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measures implies restraining of the globalization processes,
although they result in self-isolation of Russia from the lib-
eral international community (Putin, 2014).

Russia’s approach to secure «national interests»

Russia’s approach to secure national interests differs from
the one of the liberal states. It is based on realism rather
than liberalism or constructivism in international relations
(Ziegler, 2012). Thus, international law in the interpreta-
tion of the Kremlin is the law to which other states agree to
adhere, but if it constrains the national interests of Russia,
the latter should prevail (Miger, 2016). At the same time,
Russia accuses other states that prioritize national interests
over international agreements of breaching international
law (The Ministry of Foreign Affairs of the Russian Federa-
tion, 2018).

Contrary to the generally recognized principle of sovereign
equality, Vladimir Putin as well as his advisors do not consid-
er small states that are «unable to survive entirely by their
own means» to be sovereign. Thus, Igor Ashmanov insists
that Belgium and Germany, for example, are not sovereign
states (Tsarhrad TV, 2017).

According to the Russian parliamentarians who drafted
the Report on Interference in the Internal Affairs of Rus-
sia (which will be discussed below) only Russia, the US and
China have the «highest level of sovereignty» (Report of the
Temporary Commission of the Council of the Russian Feder-
ation on the Protection of Sovereignty, 2018). Truly («glob-
ally») sovereign states are those states that have veto power
in the UN Security Council, officially possess nuclear weap-
ons and have special capabilities in the field of aerospace.
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Vladimir Putin himself believes that there are only a few
fully sovereign states in the world, stressing that the states
that participate in military unions have only limited sover-
eignty (Putin, 2017). During the Valday Forum in 2007 Pu-
tin said that «for Russia, sovereignty is not a luxury, but
the condition of survival in this world... Either Russia will
be entirely independent and sovereign, or it will not exist
at all, claiming that he was the only one able to ensure such
independence. In terms of Putin’s vision of foreign policy,
Russia is ready and willing to use force to «protect its sov-
ereignty» (Tkachenko, 2017). By creating this link between
national interests (independence, existence of the state) and
his persona, Putin cemented his regime for decades.

Internationally, Russia positions itself as a «defender» of
«classic» international law that «allows regimes to act with
impunity within the state borders even in case of crimes
against humanity» (Poccus24, 2018). This follows from the
Kremlin’s refusal to follow the approach of the liberal in-
ternational community to include human rights as a factor
in international relations. According to Putin’s entourage,
the concept of human rights is an instrument of interference
and it is being used to «break down sovereignty» of states
(Ashmanov, 2013). The vision of the Kremlin is that the «hu-
man rights in Russia are rights only as long as they do not
contradict traditional values of Russian society», and that
«no decision of an international court should prevail over
the decision of Russian national courts» (Medvedev, 2018;
Ostbe, 2017). In these terms, in order to «protect national
interests» (read regime) (De Mesquita, 2006). Russia has to
be «secured» from what it calls «interference from outside»,
including the concept of human rights.
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(Non)-interference as defined by Russia.
What is interference in the sovereignty of Russia?

According to the Temporary Commission of the Russian Fed-
eration for protection of sovereignty, the interference in the
internal affairs are activities of foreign states, their legal
or natural persons, their associations and unions, with the
aim to change the constitutional order, territorial integri-
ty of the Russian Federation, its internal and foreign poli-
cies, composition and structure of the state and local organs
through elections, media, NGOs and educational programs
(list non-exhaustive); these activities are beyond the gener-
ally recognized principles of international law or agreements
of the Russian Federation with other states.

Moreover, the Temporary Commission has suggested to in-
troduce this definition of interference into the law of the
Russian Federation and investigate accordingly.

Forms of interference according to the Temporary
Commission

(Report of the Temporary Commission of the Council of the
Russian Federation on the Protection of Sovereignty, 2018)

According to the Temporary Commission, interference* is
a direct or non-direct foreign support for political forces in
certain states as well as the entire complex of measures of
influence on the citizens of foreign states in order to change
their behavior, form certain stereotypes, destabilize state
institutions etc. This is political interference and it happens
through informational and organizational means, using
NGOs, foreigners, diaspora, «special operations», bribing of
the state officials, politicians and journalists.

4non-military interference
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The Temporary Commission considers the following to be in-
terference:

a. Establishment and support of NGOs that participate in
the political processes in «the interests of a foreign state»,
for example, when they are financed by the USA, the UK
or the EU or when their leaders do study in the US and
Baltic states. Such «foreign studies» are considered to be
«anti-Russian» by the Temporary Commission.

b. Cooperation with educational institutions, financing of
education programs with the goal of «further control» of
this field in order to orient it to the Western model in po-
litical, economic, and social aspects.

c. Instrumentalization of mass media and social media to
discredit the state institutions, the Kremlin’s power ap-
paratus and political leaders.

d. As separate forms of interference, the Commission men-
tions the «discreditation» of the Russian Orthodox
Church; «politicization» of sport like exposing Russia’s
state sponsored doping program, and «instrumentaliza-
tion» of the environmental issues.

According to the Temporary Commission, other forms of
«interference in the internal affairs of Russian Federation»
are stimulation of youth protests, meddling in elections,
inciting ethnic conflicts or conflicts in the republics of the
Northern Caucasus, the Volga region or in Crimea with the
involvement of Crimean Tatar Mejlis-representation, and
maligning of the Russian economic and political life in the
world arena, and the use of such information inside of Rus-
sia.

The Temporary Commission considers the call of the West-
ern leaders not to recognize the results of the elections of the
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President of the Russia in Crimea to be an interference and
breach of the Universal Declaration of Human Rights.

Legal and political acts and norms related to the
«protection of sovereignty» of Russian Federation from
foreign interference

The most relevant documents of strategic planning in this
field are the Yearly address of the President of the Russian
Federation to the Federal Assembly of Russian Federation,
Concept of the foreign policy of the Russian Federation (06
yTBep:kAennr KoHIeNuy BHEITHeH MOJUTUKYU PoccuiicKon
Depepamuu Ne 640), Strategy of the national security
of the Russian Federation (O Crpareruu HammoHAJILHOI
O6eszomacHocTtu Poccuiickoii @emepamuu Ne 683), Doctrine
of Information Security of the Russian Federation (06
yTBep:KAeHUN JOKTPUHBI MH(MOPMAIIMOHHON 6e30IIaCcHOCTH
Poccuiickoii @epepanuu Ne 646), the Military Doctrine of
the Russian Federation (O Boennoii gokTpuHe Poccuiickoii
Denpepanunu Ne 146), the Strategy on the Development of the
Information Society from 2017-2030, and a State Program
«Digital Economy» 2017.

The following norms of Russian law are related to the «pro-
tection of Russia from interference»:

a. State service can only be performed by the people who
have only Russian citizenship (O rocymapcTBeHHOM
rpaskaaHckoi cay:kbe Poccuiickoit @eneparuu Ne 79-D3);

b. Persons who take decisions related to the sovereignty
and national security are forbidden to have accounts in
foreign banks (O sampere OoTZeJIbHBIM KAaTErOPUSIM JIHII
OTKPBIBATh U UMETH cueTa (BKJIAALI)... Ne 79-D3);
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c. NGOs that get finances from foreign sources and are po-
litically active on the territory of the Russian Federation
get the status of «foreign agents» (O BHeceHU U nU3MeHeHU A
B OTJeJbHBIE B3aKOHOJATeJbHble AaKThl PoccuiicKkoi
denepanuu ... Ne 121-D3);

d. There are restrictions for the citizens with dual Rus-
sian-American citizenship to be members or heads of
politically active NGOs; The activities of the politically
active NGOs that get financing from the citizens or or-
ganisations based in the US can be suspended (O mepax
BO3efiCTBUA Ha JIWUI[, IIPUYACTHBIX K HaPYIIEeHUAM
OCHOBOIIOJIATAOIINX IIPaB 1 CBOOOM uesoBeKa... Ne 272);

e. US-citizens who have been convicted of the crimes against
Russian citizens are banned from entering the RF (O
Mepax BO3AeHCTBUA HA JIUIl, IPUYACTHBIX K HAPYIIIEHUAM
OCHOBOITIOJIATAIOIINX IIPAB 1 CBOOO uesoBeKa... Ne 272);

f. With the Law Ne129 of 23 May 2015 the definition of «un-
desirable organization» has been introduced. Undesira-
ble organisations are those, whose activities constitute a
«threat» to the constitutional order of the Russian Fed-
eration, or the defence and security of the country. Man-
agers of such organizations are subject to criminal liabil-
ity while foreign leaders of these organisations may be
banned from entering the territory of Russia. Organisa-
tions, designated as undesirable are National Endowment
for Democracy, Open Society Foundation, Open Russia,
International Republican Institute. In January 2019, the
case against the activist of the Khodorkovskyy’s «Open
Russia» Anastasiia Shevchenko has been introduced. The
case became famous as the daughter of Anastasiia who
had been disabled from birth and needed thorough care,
got severely ill and died one week after her mother was
detained.
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g. Foreigners may not possess or manage more than 20% of
the shares of a Russian media organization (O BHecenuu
nsMeHeHUH B 3akoH Poccuiickoit @eneparnnum «O cpegcrBax
maccoBoit mapopmaruuy Ne 305-d3);

h. Amendments to the Code of Administrative Offences re-
lated to «defamation of government». Fines and arrest up
to 15 days have been foreseen for the breach of this law (O
Mepax BO3AeHCTBUA HA JINIl, IPUYACTHLIX K HAPYIIEHUAM
OCHOBOIIOJIATAOIIUX IIPaB 1 CBOOOM UeJoBeKa... Ne 272);

i. Amendments to the Law on Information and to the Code
of Administrative Offences related to «fake news», have
been adopted in March 2019 (O BHeceHUU U3MEHEHUU B
Kopmekc Poccuiickoii @eneparnuu 06 afMUHUCTPATABHBIX
npaBoHapyireHuax Ne 28-@3). The Rosskomnadzor will
block the websites that publish «fake information» under
the label of factual messages.

Proposals on amendments and draft law in relation to the
«protection from interference»

The Temporary Commission has proposed to legally «evalu-
ate and regulate» the phenomenon of the «participation in
the process of interference» in Russian internal affairs by
the foreign individuals as they are performing «undesirable
activity».

For several years the Temporary Commission has tried to
create a «Black book of interference in the internal affairs
of other states» (by other states than Russia, i.e. the USA).
In 2017, the head of the Temporary Commission Andrey Kly-
mov, announced that they were preparing such a «Book»,
using materials they got through inter-parliamentary coop-
eration with other states (e.g. Venezuela) (Kiumos, 2017).
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The first edition of the Book should have been published in
June 2018, however, as of February 2019 the Book has not
been published. Moreover, Klymov recently stated that they
work on a Black Book of foreign interference in the affairs of
Ukraine and Venezuela (Kaumos, 2019). The Members of the
Russian Parliament who participate in the Temporary Com-
mission had a plan to create a «<board of shame» to «uncover»
the involvement of Russia’s accusers in wrongful acts. The
«board» is still work in progress.

On 227 of April 2019 the Russian Parliament passed legis-
lation on «internet sovereignty» (O BHeceHUU M3MeHeHU B
denepaynbHbIil 3aK0H ... Ne 608767-7). It will enter in force
on the 15* November 2021. It provides changes to the Law on
Telecommunications and to the Law on Information, infor-
mation technology, and protection of information. It will re-
sult in transferring to state-control the points of traffic ex-
change and cross-border points of traffic transition, as well
as creating pre-filtering systems with deep analysis equip-
ment (DPI). It means that all the data coming to Russians will
be «pre-checked» for their content (Rozendaal & Barandiy,
2019) and can be blocked in a similar way as China’s Great
Firewall. Igor Ashmanov has advocated for these norms for
many years (JIumaros, 2019). Putin praised the legislation,
saying that «Russia must defend itself against the threat of
foreign powers trying to disable the country’s access to the
global Internet» (Putin explains why the Americans would
be fools to shut off Russia’s Global Internet access, 2019).
At the same time, this supposed threat is used as justifica-
tion by the Kremlin to control the flow of information within
the country (Ristolainen, 2017).
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Place of the «information influence» in the Russian
definition of interference

Among the 10 ways of interference identified by the Tempo-
rary Commission, there is one that refers to media and social
media to discredit of the country, its power institutions, po-
litical leaders, etc. (Report of the Temporary Commission of
the Council of the Russian Federation on the Protection of
Sovereignty, 2018, p. 4-5).

The Temporary Commission accused London and Washing-
ton of interference through media (Report of the Temporary
Commission of the Council of the Russian Federation on the
Protection of Sovereignty, 2018, p. 68). For example, they
«interfere» in the following ways:

1. Use of global media to spread «prepared» content that can
contain fake news or conclusions that are based on inten-
tionally wrong data or assumption. They are aimed at for-
eigners but many of these «vbrosy» also reach Russians.
According to the Temporary Commission an example of
such global media campaigns were the «information at-
tacks» during Russia’s military campaign in Syria.

2. Direct propaganda in Russian language through the US
«state» media, and through the affiliated organizations
with the aim to raise the number of opposition-minded
people within Russia. The Temporary Commission named
as examples of such propaganda the content of the home
pages of the websites of Radio Freedom and Voice of
America during the Russian Presidential campaign 2018
(Report of the Temporary Commission of the Council of
the Russian Federation on the Protection of Sovereignty,
2018, pp. 71-72), while ignoring the mass of Russian gov-
ernment financed websites and TV-channels in dozens of
foreign languages under the Sputnik and RT outlets.
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3. Direct or indirect influence on Russian media, journalists
and bloggers in order to involve them in the propaganda
campaigns, e.g. through educational and trainings pro-
grams like «Open World — Russian leadership program».
The Temporary Commission claimed that trough the pro-
grams a new platform for psychological influence on the
people of Russia are being created for the «activation of
the protest potential».

The criteria of «information interference» may be summa-
rized as follows: preparation of the content by foreign actor
(e.g. the USA or the UK); cross-border measures online and
offline; «enabling of the measures from the side of the state»
(e.g. using «state-financed» media); intention of the «influ-
encer» to target Russian and foreign audience; the goal is to
inflict the damage to (the power elites of) Russia.

It has to be noted that by putting the work of the media in such
rhetoric helps covering the Russia’s wrong doing. This rhetoric
allows Moscow to «accept» or to «deny» the Russian miscon-
duct despite the evidences. As a result of this rhetoric, interna-
tional community «turns ablind eye» on Russia’s wrong doing.

At the same time, the Temporary Commission introduced
its world view into domestic legal system, e.g. by propos-
ing amendments in legal acts related to «information secu-
rity» (Otuer o mesarenbHOocTH Bpemennoit komuccuu Coseta
depepanuu ..., 2017). Thus, the Russian Federation Council
considered recommendations of the Temporary Commission
when adopting the following legal acts:

- The Law on Security of critical infrastructure;
- Amendments to the Law on Telecommunication;

- Amendments to the Law on Information, information
technology and information security;
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- Amendments to the Law on Mass media which allows
blocking the websites and forces some media organizations
to register as «foreign agents».

Consequences of «information influence» of Russia
on foreign states — interference in other states’ affairs?

According to Russian perception, sovereignty is an absolute
power of the state. This approach is rejected by states that
advocate for a more liberal world order.

There are many definitions of sovereignty. One of the well-es-
tablished ones explains sovereignty as the capacity of a state
to secure and to realize its own will, and the will of its nation
(Barandiy, 2012).

Considering this definition, and generalizing Russian con-
cept of interference, three main questions arise:

1. Does the information influence result in the change of the
will of the nations and, therefore, does information influ-
ence constitute interference?

2. Does the use of the information and information technolo-
gy as tools to modify the will of foreign nations constitute
direct or indirect interference in national sovereignty of
a state? Are consequences — a compulsory element of the
interference?

3. Is there a breach of international law in the first and / or
second case? What is the state’s responsibility for such
actions?

One has to answer these questions by applying a «mirroring
approach» to the Russian concept of interference, from the

Conference “Behind the Digital Curtain: Civil Society vs State-Sponsored Cyber Attacks” m
Brussels, June 25, 2019


https://www.promoteukraine.org/behind-the-digital-curtain-conference/
https://www.promoteukraine.org/behind-the-digital-curtain-conference/

Marta Barandiy, Dr. iur.

point of view of the West which suffers from Russian infor-
mation influence.

1. Does the information influence result in the change of the
will of the nations and therefore constitutes interference?

The correlation between the measures of interference and
the change in the will of a nation has not been established
yet, but, because of internet the Kremlin has direct access
to millions of individuals in other states. Internet eliminates
the other states as middlemen who could recognize, block or
adjust these actions at the stage at the «entry» stage of these
measures into their territories. In other words, by abus-
ing democratic principles Russia’s information acts, softly
«forced» into foreign societies and into their legal systems,
undermine the capacity of a state to secure its will and the
will of its nation.

2. Does the use of the information and information technol-
ogy as tools to modify the will of foreign nations constitute
direct or indirect interference in national sovereignty of a
state? Are consequences — a compulsory element of the in-
terference?

International norms are yet to develop; however, the infor-
mation war of Russia on other states can be de-facto charac-
terized as interference in their sovereignty.

Firstly, Russian interference has a cross-border element: the
argument of the populists that internal «fake news» weaken
the state institution in the same way as external ones is not
valid, as internal ones operate within that nation’s legal sys-
tem and it is possible to develop and enforce instruments of
resistance to such «fake news» domestically, whereas extra-
territorial enforcement does not exist in international law,
which so far does not regulate the problem of cross-border
influence through information.
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Secondly, there is an intention of the Russian state officials
and Russian state media to «stand up for Russia’s interests»
by any available means® (Mckew, 2017). Although interfer-
ence is often executed by individuals, there is evidence that
their actions are Kremlin-initiated and—sponsored (Grove,
2018).

Thirdly, measures of Russian interference are «forced» into
the legal system of foreign states, often through «top-down
imposed soft power» (Roslycky, 2011) and by abuse of the
institute of democracy.

Fourthly, the instruments of the interference both online
and offline are originating from Russia (state media, trolls,
automated bots, fake news).

Lastly, there are consequences for the political discourse,
as well as internal and external matters of concerned states
(e.g. changes in state budgets, tightening of the freedoms,
and creation of defense mechanisms, all of which constitute
a threat to the international liberal order). In this case, the
correlation between the interference of the Kremlin and the
change of the will of the foreign nation does not even need
to be established: evidence of «systematic attempts to inter-
fere» should be already enough to «charge» the Russian Fed-
eration with interference, at least politically.

3. Is there a breach of international law in the first and /
or second case? What is state responsibility for such ac-
tions?

The International Court of Justice in the case «Nicaragua
vs. USA» established that for the interference to be wrong-
ful there must be the element of coercion (Military and Par-

> See above-elaborated chapter «Russia’s approach to secure national in-
terests»
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amilitary Activities in and against Nicaragua (Nicaragua v.
United States of America, 1986).

At the same time, the element of coercion (force) has been
«admitted» by Russia when it proposed to the UN the Article
2 of its Convention on International Information Security.

Conclusions

The «information influence» in relation to «interference in
sovereignty» as defined by the Kremlin, and at the same time
as experienced by the Western states, means an extraterri-
torial information activity such as cross-border state-ena-
bled information or information technology act, which has
the capacity to affect the will or behavior of another state
or its nation; it implies the intention by state officials and
by the state coordinated individuals to directly or indirectly
«defend the interests» of their state, as defined by its power
elite, online or offline.

Despite the «Nicaragua case», and raising of the question of
interference on the international level by different actors,
there is no generally accepted definition of interference in
internal affairs apart from the military one, and there is no
unique approach to the responsibility for these actions. Rus-
sia is unilaterally diverting this «non-approach» towards
its own interpretation within its own legal system at the
same time creating implications for politics and law of other
states.

The challenge remains to determine whether states should
set limits to «forced» information influence originating in
a different legal system than their own, for now leaving the
resistance to it almost exclusively to scholars and to the civil
society activists worldwide.
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«NESSUS» Vulnerability Scanner
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Abstract. In this work we propose: creating an integrated
environment between the Nessus vulnerability scanner and
Splunk’s security information and event management sys-
tem; development of analytics for the help of information
security specialists to develop and analyze vulnerabilities
discovered in systems.

The urgency of the topic lies in the fact that the standard
methods that provide the individual SIEM «Splunk» or the
vulnerability scanner «Nessus» is not enough for the com-
plete review of problems in the system and as a consequence
of the implementation of a specialist in analyzing and mak-
ing the necessary decisions. The practical relevance is to
properly integrate these two products, as well as develop a
unique analytics for quick and easy analysis.
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Introduction

Currently, more and more attention is being paid to ensuring
the security of information in large institutions and compa-
nies, as well as in medium and small organizations. Objects
that protect different levels of access, all kinds of deploy-
ment of computing environments and various topology net-
work interactions. The task of providing security through
universal means of detecting and preventing attacks is com-
plicated, including due to the rapid increase in the number
of users and a variety of types of devices, the use of cloud
technologies and multiple increases in the volume and speed
of transmission and processing of information. One of the
classes of tools that enables the security of systems of any
level and set of devices is the information and security man-
agement system (SIEM). The advantage of these solutions
lies in a flexible approach when implementing and independ-
ent of the set of specifications and platforms for the ultimate
protected infrastructure.

Vulnerability Scanners

Vulnerability Scanners are software or hardware tools for
diagnosing and monitoring networked computers that scan
networks, computers and programs to detect possible secu-
rity issues, evaluate and eliminate vulnerabilities. Vulner-
ability scanners allow you to check various applications in
the system for the presence of a «guillotine» that can be used
by traps. Low-level tools, such as port scanners, can also be
used to detect and analyze possible applications and proto-
cols that run on the system?.

8 https://www.tenable.com./products/nessus/nessus-professional, Gen-
eral Information, main page about sub-product)
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Security Information and Event Management

SIEM (security information and event management)is a com-
bination of two terms that indicate the scope of application
software: SIM (Security information management) — infor-
mation security management and SEM (Security event man-
agement) — management of security events. SIEM technol-
ogy provides real-time analysis of security events (alarms)
coming from network devices and applications. SIEM is rep-
resented by applications, devices or services, and is also used
to log data and generate reports for compatibility with oth-
er business data. The term itself was invented by Gartner in
2005, but since then the very concept and all that belongs to
it, has undergone many changes. (https://www.splunk.com,
General Information, main page)

Integration

As avulnerability scanner, we used the product from Tenable
Company Nessus [2] (https://www.tenable.com./products

nessus/nessus-professional, General Information, main
page about sub-product). As an SIEM system — «SPLUNK»
[1] (https://www.splunk.com/, General Information, main

page).

1. First of all, we need to install Splunk’s special applica-
tion (add-on) — «Splunk Add-on for Tenable», This ap-
plication allows you to interact with Spline from Nessus,
that is, it contains all the necessary scripts for the cor-
rect work

2. The second step is to generate keys for API access to Nes-
sus-a. To do this, you need to generate two keys «Access
Key» and «Secret Key» on the scanner itself
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3. Next in Splunk, you need to create an index that will record
(index) the data coming from the vulnerability scanner.

4. After creating the index, you must add the input parame-
ters (inputs) in the already installed application for Nes-
sus. This is where we need pre-generated access keys.

For a more detailed description of the manual, use the of-
ficial documentation: https://www.tenable.com/sites/dru-
pal.dmz.tenablesecurity.com/files/integrations/How_To_
Guide_Splunk v2.pdf.

After receiving two «portions» of data there is a complete-
ly logical question — «And how do we combine these data?».
After all, if these data are different then there is no use for
them for analytics. We will return to this question a bit lat-
er. But I suppose I need to realize that all the data that is
received by Splunk is reliable.

After analyzing the data obtained at Splunk-u with the re-
sults on Nessus-I, we see one, however, extremely critical
non-conformance. Splunk does not receive the «Plugin Out-
put» field. This field is extremely important because it in-
cludes where the vulnerability was detected, and may also
contain local recommendations for addressing certain vul-
nerabilities.

It’s not hard to guess that the problem with the appliance
that extracts data for Splunk.

So, after the study, a weak spot was found. This is a python
script called «nessus_data_collector.py». All further correc-
tions are indicated in the work.

After analyzing all the above, we can conclude that in
order to assess the picture of information security, we
must work on the vulnerability data in the system. Vul-

Conference “Behind the Digital Curtain: Civil Society vs State-Sponsored Cyber Attacks” m
Brussels, June 25, 2019


https://www.promoteukraine.org/behind-the-digital-curtain-conference/
https://www.promoteukraine.org/behind-the-digital-curtain-conference/
https://www.tenable.com/sites/drupal.dmz.tenablesecurity.com/files/integrations/How_To_Guide_Splunk_v2.pdf
https://www.tenable.com/sites/drupal.dmz.tenablesecurity.com/files/integrations/How_To_Guide_Splunk_v2.pdf
https://www.tenable.com/sites/drupal.dmz.tenablesecurity.com/files/integrations/How_To_Guide_Splunk_v2.pdf

Petro Venherskyi, Roman Karpiuk

nerability scanners should be used to automate inspection
and detection of inconsistencies. Although all the actual
solutions for vulnerability scanners have their own, by
default, standard data display system, however, for IT
analysts it will be difficult to operate, analyze, and ulti-
mately decide if these data are found in different «plac-
es» of sources. Also, to perform a certain auto-correlation
of events to detect more advanced attacks in order to ad-
just them on time, it is very difficult almost impossible
if the information is dispersed across different resourc-
es. Therefore, in this case, the Security Information and
Event Management (SIEM) system should be used for stor-
ing and processing raw data.

So, during the implementation, we examined the function-
ing of SIEM systems and vulnerability scanners in general.
Considered some of the best representatives of these secu-
rity tools.

Have made a direct integration between the Nessus vul-
nerability scanner and the SIEM Splunk representative.
However, our integration did not end at the level of sim-
ple data transmission, but were built on the progress of
dashboards. Since «raw» data is difficult to process, the
analyst will have to spend a fair amount of time searching
for the information he needs. That is why it took a lot of
time to implement the correct display of input data. This
greatly simplifies the perception of information and en-
ables a cybersecurity expert to timely process certain IS
incidents, as well as monitor certain trends in vulnerabil-
ity in the company and, accordingly, make / provide some
analytics.

Our dashboards which provide some views of corporate vul-
nerabilities (Fig.1-4):
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Fig. 1. Vulnerability (Corporate Resources). Part 1

Fig. 3. Vulnerability (Corporate Resources). Part 3
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Fig. 4. Vulnerability (Corporate Resources). General View.
Conclusions

After analyzing all the above, we can conclude that in or-
der to assess the picture of information security, we must
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work on the vulnerability data in the system. Vulnerability
scanners should be used to automate inspection and detec-
tion of inconsistencies. Although all the actual solutions for
vulnerability scanners have their own, by default, standard
data display system, however, for IT analysts it will be diffi-
cult to operate, analyze, and ultimately decide if these data
are found in different «places» of sources. Also, to perform
a certain auto-correlation of events to detect more advanced
attacks in order to adjust them on time, it is very difficult al-
most impossible if the information is dispersed across differ-
ent resources. Therefore, in this case, the Security Informa-
tion and Event Management (SIEM) system should be used
for storing and processing raw data.
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Legal and Ethical Aspects
of Autonomous Weapons, Cyber
Attacks, and Al

Igor Kotsiuba®, PhD

One of the most important principles is the principle of pro-
portionality, which means that damage to the civilian pop-
ulation and civilian objects cannot exceed the military ad-
vantage that the party expects to receive utilizing a cyber
attack. The most significant difficulties, in this case, arise
because of the close interconnection of civilian and military
objects as well as civil and military infrastructure in cyber-
space. Military facilities from IHL are those objects that by
their location and purpose make an effective contribution to
the military success of the state.

It is tough to make this distinction in cyberspace, when, for
example, GPS-navigation, computer networks, the Internet
work both for the civilian population and the success of the
military operation. There is a great risk that civilian objects
will be considered as dual-purpose objects and be destroyed
— in cyberspace, however, almost everything will be a dual
purpose object. How, in this case, does one consider this pro-
portionality, how does one protect the civilian population
and how does one determine if the damage to the civilian
population would outweigh the military advantage or not?

9 Partner, CyberDesk, Ukraine igor.kotsiuba [at] uacyberdesk.com
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Also, the state will need substantial technical expertise to
anticipate and calculate whether any damage will be done at
all. From the point of view of the IHL, this involves the re-
sponsibility of the State party to the conflict: to calculate the
damage, to provide for the possibility of a return journey, if
it becomes clear that the civilian objects will suffer during
the attack. But it is much easier to give instructions to stop a
tank on its way to a city than to stop the work of viruses that
have already been launched into a computer system, and the
result of which was the failure of the objects.

Thus, although we can assert affirmatively that IHL regu-
lates cybercrime, it obviously requires considerable refine-
ment. Particularly relevant in the context of the application
of THL in cyberspace are the following issues:

— the contradiction between anonymity on the Internet and
the need for individual criminal responsibility for mili-
tary offenses,

— the state’s obligation to ensure IHL compliance by States
in cyberspace,

— direct participation in cyberconflicts and its possible con-
sequences for IT companies and other possible non-state
actors, even just private campaigns in military operations
using computer technology.

Cyber-attacks can cause humanitarian problems, in particu-
lar, if they are not limited to the impact on a specific comput-
er or computer system. Indeed, their results are usually seen
in the real world.

There is, however, which is a certain complexity — the anony-
misation of information. When conducting cyber attacks,
autonomous weapon attack — anonymity is rather a rule than
an exception. In some cases, it is not possible to determine
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the sender. The main challenge stems from the fact that all
rights are based on the establishment of liability (in the IHL
these are parties in the conflict or individuals). In particu-
lar, if it is impossible to establish who carried out a particu-
lar operation and, accordingly, if it is impossible to establish
its connection with the armed conflict, it will be challenging
to determine whether the IHL is generally applicable to this
operation.

Technological Capabilities and Requirements of the IHL

Obviously, I have to determine if there are stand-alone ar-
maments that reach such a level of difference, proportional-
ity and precautionary measures, or if they can be developed
in the future. Therefore, first of all, it should be made clear
that if technically it is not possible to comply with certain
requirements of the IHL with automated weapons, this is
not enough reason to refuse these requirements. The use of
autonomous weapons will simply be illegal. Current interna-
tional meetings are in fact being focused on such issues.

The countries of the «big twenty» first agreed on the princi-
ples of handling artificial intelligence (AI). They are listed
in a joint statement released on Saturday, June 8, 2019, ac-
cording to the G20 summit in the Japanese city of Tsukuba.

Ease of Use of Force and Warfare

Some argue that using automated weapons it is easier to
wage war and use force outside the state. But this is also true
for many types of weapons and technology - it was true for
new weapons in the Middle Ages, and it was true when the
first artillery, aircraft and modern fleets were developed.
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Compared to personal battles, all these technologies have
simplified war. This question concerns the admissibility of
war (jus ad bellum) and the issue of disarmament. It is un-
derstood that robots also fall under the general disarmament
problem.

It may well be that (the possibility of)secrecy around the use
of automated weapons and, as a result, the difficulties of
attribution complicate the implementation of state liability
and international criminal responsibility for the act of ag-
gression. On the other hand, the fact that computer systems
record everything simplifies the request for criminal liabili-
ty, at least when the party uses automated weapons.

In addition, there may be a psychological problem, but I can
not judge its reality. It can be argued that those who build
and program automated weapons and those who can be the
last person in a loop, even without knowing where these
weapons will be used, feel less responsible. But there is no
scientific research on such an effect or the opposite.

Robots and Systems are Not the Addressees of the Law

When trying to apply IHL norms, there are some prelimi-
nary questions that need to be clarified. Only human beings
obey the Rules of Law, and only people are obliged to adhere
to them. In the case of automated weapons, the IHL applies
to those who develop, manufacture, program, and decide on
their use. Regardless of how far we go into the future and re-
gardless of how artificial intelligence will work, people will
always be involved, at least during the conception of a ma-
chine. The man will decide that this car will be created, and
then create a car. Even if one day the robots are being built,
it’s still the person who built the original work. This person
is bound by law. The machine is not legally bound.
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The Advantages are Not to Be Human

The main advantage of automated weapons or automated
cyber attacks, from the point of view of IHL compliance,
is that only humans can be inhumane, and only people can
deliberately decide not to follow the rules. As soon as the
robots have artificial intelligence, it is necessary to make
sure that such an intelligence is not used - since intellectu-
al intelligence is sometimes used — to circumvent the rules
or to solve from an utilitarian point of view that failure to
comply with IHL instructions as it is the best way which
facilitates the achievement of the main goal of overcoming
the enemy.

The Fundamental Issues of the IHL Have Become
More Acute

The most elementary question that comes to mind is the
definition of most armed conflicts, since outside the armed
conflict robots could only be used if they could arrest a per-
son and not use (deadly) force. As we know that there is no
uniform definition of armed conflict, the issue is rather
an international armed conflict and is not an international
armed conflict.

What is the lower threshold of violence between the state
and non-state actor (or between non-state actors), which
makes it an armed conflict? This is not a specific issue for
robots, and even where automated weapons are used, the
answer must be given and given by the person. But the an-
swer is even more important when using automated weap-
ons.

Many other questions need to find an answer before an auto-
mated weapon can be programmed, for example:
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« What is the geographical scope of the IHL and what consti-
tutes the battlefield?

Automatated weapons raise the latter issue more acute-
ly, but legally, considerations should be the same as for air
bombing: can a belligerent attack on a target that would be a
legitimate goal under ITHL, far from the actual struggle, be
restrained only by the rules of the IHL? Or in this place, the
THL does not apply at all? Or is international human rights
law predominant as LexSpecialis?

Legal Issues for Autonomous Weapon Systems (AWS) and
Autonomous Cyber Attacks

The main problems facing AWS from a legal point of view
are twofold: on the one hand, AWS will adhere to the princi-
ple of distinction, and on the other hand, they must perform
the same, if not a more demanding task, compliance with the
principle. Proportionality, which states that, before the de-
ployment of any weapon system, each State Party must de-
termine whether a new weapon, means or method of warfare
it is studying is being used., developed, acquired or accept-
ed, in some or all circumstances, will be prohibited by inter-
national law. This section, after a short introduction, places
these principles in the IHL and focuses on (1) the principle
of distinction, (2) the principle of proportionality, and (3)
attempts to outline the problems that cause the introduction
of AWS in any combat roles.

Conclusions

The THL has been elaborated on great detail in a number of
areas, including the types of weapons that can be used in
armed conflicts, and types of legitimate purposes.
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The nature of aggression in Ukraine and the hybrid war,
with its massive cyberattacks, showed that where there are
indicators, their diplomatic assessment, OSINT and the re-
sults of modern criminology, all lead to understanding but
not to responsibility. Similarly, cyberspace and attacks to-
day, as well as autonomous lethal weapons of tomorrow, will
have indicators, a diplomatic assessment, but too blurred of
a legal conclusion and the irreversibility of responsibility.
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The importance of elaborated
training for information security
specialists in the successful
development of the country
in current conditions

Petro Venherskyi'®, Mykhailo Kropyva!!

Abstract. Cybersecurity is no longer an issue to be taken
lightly. Be it an individual or a corporation it brings a huge
amount of damage. Last year was terrible for a bunch of not
only organizations but countries at large which were infect-
ed by global massive ransomware. Cyber-attacks are now
on the rise coming in many different forms and are always
evolving. To fight them efficiently we need a pool of quali-
fied professionals who will continuously assess existing and
potential threats and adjust security systems respectively
and make them resistant to attacks.

Key words: educational program, cyberattack, application,
network, operations security, attack scenario.
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Introduction

As of now, Ukraine has a great potential in terms of talents
but educational opportunities do not meet current needs
to the fullest [1]. To nourish a strong community of cyber
security specialists we’ve united the efforts and developed
an up-to-date bachelor program which balances theoretical
knowledge and practical experience on real-life projects with
seasoned IT experts [2,3]. Due to the fruitful collaboration
of Lviv IT community and educational establishments we
all benefit - students get high-quality education based on
the latest tech developments, and companies get motivated
graduates with relevant knowledge and experience.

The threat towards information security caused by the cur-
rent war in the eastern part of the country.

During last five years cybersecurity attacks become real
threat for the whole Ukraine making significant impact to
critical infrastructure. Ukraine power grid cyberattack took
place on 23 December 2015 and is considered to be the first
known successful cyberattack on a power grid. Hackers were
able to successfully compromise information systems of
three energy distribution companies in Ukraine and tempo-
rarily disrupt electricity supply to the end consumers.

Most affected were consumers of «Prykarpattyaoblener-
go» (Ukrainian: IIpuxapmartsobyieHepro; servicing Iva-
no-Frankivsk Oblast): 30 substations were switched off, and
about 230 thousand people were left without electricity for a
period from 1 to 6 hours.

At the same time consumers of two other energy distri-
bution companies, <«Chernivtsioblenergo» (Ukrainian:
Yepuismiodimenepro; servicing Chernivtsi Oblast) and «Ky-
ivoblenergo» (Ukrainian: KwuiBobaenepro; servicing Kyiv
Oblast) were also affected by a cyberattack, but at a smaller
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scale. According to representatives of one of the companies,
attacks were conducted from computers with IP addresses
allocated to the Russian Federation.

A series of powerful cyberattacks using the Petya malware
began on 27 June 2017 that swamped websites of Ukrainian
organizations, including banks, ministries, newspapers and
electricity firms. Similar infections were reported in France,
Germany, Italy, Poland, Russia, United Kingdom, the Unit-
ed States and Australia.

Security measures showcased at SoftServe

During the attack an actor focused on all aspects of applica-
tion and IT infrastructure security.

On the side of Application Security, it was found several
software flaws in corporate applications that allowed actor
to successfully penetrate the external network perimeter and
get a foothold in the internal corporate network. Those were
vulnerabilities of insecure file upload and SQL injection

On the side of Network Security, an actor was able to suc-
cessfully escalate the initial penetration to the level of net-
work access to several hundreds of internal network hosts,
due to the lack of efficient network segmentation and access
controls. Access to some critical business systems was ob-
tained from the very initial point of penetration. The most
significant role in successful penetration was caused by the
fact that some development-related systems had both exter-
nal (Internet) and internal network accesses.

On the side of Operations Security, an actor was able to find
a set of severe weaknesses, that affect corporate security
posture. They have found multiple operational deficiencies,
such as improper security administration practices and in-
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sufficient attention to user authentication controls and ac-
cess management.The most severe cases were «default» root
or Administrator passwords set on multiple operating sys-
tems. Using these weaknesses, it was possible to penetrate
multiple corporate systems, including Jenkins software,
Cisco and Citrix networking devices, and Windows- and
Unix-based OS.

Attack scenario

Find available directories\files or resources at the known
domains

Using the dirburster utility an actor has found a publicly
available directory that contained PHP script with func-
tionality of unauthenticated upload (without any verifica-
tion). Thus it was possible to upload an arbitrary executa-
ble file to a victim system and get interactive access to the
web server.

Get control over a web server

It was uploaded a web shell, that allowed actor to control the
server remotely with www-data permissions.

Scan Internal network

It was installed nmap and masscan utilities on the web serv-
er which allowed actor to scan internal network for available
services.

Establish persistent access to internal network

It was installed a reverse SOCKS proxy that allowed actor
to stay connected to the internal network even if the initial
penetration vector was detected and remediated.
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Get access to system accounts

Actor discovered several Jenkins instances that allowed ac-
cess without prior authentication to sensitive information,
such as source code, list of users, stored credentials.

Use the deficiency in password management to obtain root
access to Unix-based hosts

It was revealed a password for «root» account. This gave an
actor root access to many Unix-based hosts, where the same
typical password was utilized.

Use Jenkins vulnerability to get access to Windows-based
host

The Jenkins Remote Code Execution vulnerability was used
to extract NTLM hashes for the administrative accounts on
corporate systems.

Use the deficiency in password management to obtain admin-
istrative access to Windows-based hosts

Administrator account had the same password on different
hosts. This allowed an actor to get access to exploit Pass-The-
Hash attack and get access to multiple Windows-based hosts,
where the same credentials were utilized.

Use Time-based SQL injection on vulnerable aaplications

An actor used sqlmap tool to inject commands via the Login
parameter and remote code execution.

Use outdated vulnerable versions of WordPress

An actor utilized the wp-scan utility and found some outdat-
ed vulnerable WordPress instances.
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Lessons learned and recommendations:

The dual-home networked hosts pose significant risk to the
security of the IT infrastructure as they enable access to
internal network once a relevant software vulnerability is-
found and exploited from the outside. Such deficiency must
be eliminated on the level of network security design and se-
curity operations.

Setting unique and complex credentials to high-privilege user
accountsisan essential practice of a modern security program.
For secure management of local administrative credentials of
Windows systems, using LAPS4 is strongly recommended.

Not all security vulnerabilities are easily discoverable by
contemporary network-centric vulnerability scanners. Cor-
poration must pay attention to a robust enterprise-wide ap-
plication security testing program that would start from
reviewing all potentially risky applications’ security and
continue by tracking changes made to those applications over
time and testing the security of these incremental changes.

Obsolete operation systems are vulnerable to many known
exploits. To resolve this security issue, the workstations
should be upgraded to a more recent version of OS.
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Changing the password of the krbtgt account as often as
ppossible (e.g. once in a month or two) is significant to pre-
vent the «Golden Ticket» attacks.

All scripts and applications with sensitive functionality
should implement an authentication mechanism. Any up-
load functionality should validate files that are uploaded.

Enable robust authentication mechanisms at all Jenkins in-
stances in the organization.

Update all the default or primitive password. Wherever pos-
sible implement a reasonable password policy.

Restrict direct SSH and RDP access under administrative
accounts. Sudo and «Run as...» should be used for getting ad-
ministrative access once logged in. Consider implementing a
more sophisticated password management practices, such as
Local Administrator Password Solution (LAPS).

Login parameter should be validated by the web application
server and sanitized from any characters not expected as
part of the login string according to the usernames conven-
tion.

Lack of cybersecurity specialists and their training at higher
educational institutions.

The necessity of implementation of the provisions of Euro-
pean and international organizations aimed at introduction
of modern educational and professional programs for the
preparation of bachelor’s degrees in cyber security, the de-
velopment of modern curricula and programs based on the
development of mini-projects with the support of mentors
from IT companies for the development of professional skills
of cyber security specialists, providing the required number
of specialists able to effectively solve the problems of infor-
mation security of society.
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Joint educational programs on cybersecurity. The example
of training provided at Ivan Franko National University of
Lviv.

One example of such educational programs is the develop-
ment of a new, innovative, practical cyber security program
at the Ivan Franko National University of Lviv, which com-
bines the study of the basics of cyber security, the legal and
organizational principles of combating cybercrime, soft-
ware, cryptographic mechanisms and technical means of
personal protection, enterprises , institutions and the coun-
try as a whole. The structure of such a program is shown in
Fig. 1, where the display of the prevailing part of the disci-
plines of information technology, the professional unit and
the block of free choice of the student.
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Fig.1 Structure of the education program cybersecurity.

It is also worth noting the practical orientation of this cur-
riculum, so from the first year students study the basics of
cybersecurity and the basis of team work, which then would
use this knowledge in the implementation of team mini-pro-
jects. When performing mini projects, students have the op-
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portunity to consult with the mentor appointed from the IT
companies and help to execute the mini-project qualitatively
(Fig.2).
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Fig. 2 Technologies of implementation of mini-projects.

Our program is different from other applications, that is,
the development of applications for security, this is more
application programming, the development of information
systems for business, as we have a high level of mathematical
training, then students have a logic of programming, they
can manage projects and be able to climb higher the level for
development management, that high level of programming
is confirmed by prize-winning places on olympiads, hacka-
thons and others.

Summary and outlook

Professional ability to analyze potential threats and risks of
cybersecurity, the ability to detect signs of external influ-
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ence, to simulate the possible such effects, to predict their
consequences, the use of systemic software tools, the anal-
ysis of information security of objects and systems, using
national and european standards, the formation of the com-
plex measures to manage cybersecurity are the foundation,
the main requirements of the professional competencies of
educational programs for future cyber security specialists.
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«Legal Asymmetry» in the Context
of Liability of the State and State-
Sponsored Cyber Attacks Actors

Oksana Bulda'?

The globalized world is more and more confronted with the
phenomenon of «hybrid war», which poses a new type of
threat based on a combination of military and non-military
means such as cyber-attacks, mass disinformation cam-
paigns and many others.

Cyber-attacks are particularly dangerous as they can hit the
country’s strategic infrastructure, interrupt political pro-
cesses and influence economic development. Therefore, hy-
brid war can destabilize and undermine entire societies. The
increasingly widespread use of these new tactics, especially
in combination, raises concerns about the adequacy of exist-
ing legal norms.

The legal framework for cyber security measures still has no
definition of «hybrid war» and there is no unified legislation
on the matter as well. However, the common understanding
is that the main feature of this phenomenon is «legal asym-
metry», as hybrid adversaries, as a rule, deny their respon-
sibility for hybrid operations and try to avoid legal conse-
quences for their actions.

21T Lawyer
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Despite the complexity of «hybrid war», hybrid adversaries
do not operate in a legal vacuum and that relevant domes-
tic and international law norms must be applicable to their
actions, although the question of attribution and hence ac-
countability may raise difficulties. If, in the framework of
«hybrid war», a state resorts to the use of force against an-
other state, the latter state is allowed to invoke the right to
self-defense but in practice, hybrid adversaries avoid mani-
fest use of force that would reach the required threshold for
triggering application of the above norms, thereby creating
alegal grey area.

The «legal asymmetry» problem arises from the fact that
international law does not generally hold states responsi-
ble for the actions of non-state actors as in most cases of cy-
ber-attacks, states don’t generally operate through formal
state bodies. Instead, they use non-state actors who are less
visible, more removed and offer plausible deniability. Thus,
the liability will only be acknowledged if the state either
recognizes and adopts the conduct of the non-state actor as
its own, which is unlikely to happen, or the state directs or
controls the non-state actor. As a result, the chances that a
state will ever be held publicly accountable for cyber-attacks
under existing legal framework are quite low.

The delay in the enactment of laws, outdated legal norms,
rapid technologies development, collision of legislation,
limited scope of the law applicability and cybersecurity low
awareness — all together make it much difficult to incorpo-
rate the sufficient legislation in order to bring to justice not
only the state sponsored cyber-attacks actors but also to hold
the state accountable for such actions.

Various considerations determine the creation of laws in dif-
ferent countries, so their promulgation depends on a multi-
plicity of factors; for example, political issues or other is-
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sues affecting local initiatives, or adherence to international
agreements encouraging the same level of development for
cross-border collaboration.

However, it is on account of these very conditions and char-
acteristics that legislation is often postponed. The Budapest
Convention has been in the ratification process for more
than a decade.

Also, the evolution of technology should be considered; the
development of standards may, therefore, fall far behind
technological advances. Just as organizations continuous-
ly update their standards in response to evolving risks and
new technologies, the law must be at the forefront when it
comes to responding to present and emergent issues which
may need to be regulated.

Perhaps the way to rectify this disparity between technolog-
ical innovation and the enactment of appropriate legal meas-
ures, is to focus on regulating human behaviors, especially
since technologies can become obsolete in a relatively short
period. This may prove to be the most reliable way for reg-
ulation to be effective, but it is also important to note that
this could lead to rising tensions in the future. An example
of this might be trying to regulate the use of social networks,
which are not supported by legislative enactment.

Similarly, the absence of legislation or agreements on spe-
cific aspects of certain issues can undermine international
collaboration, even within the same territory. Public and
private sectors face a challenge when it comes to access the
information for investigations, with implications for securi-
ty, the right to privacy, and commercial interests, mainly of
tech companies.

The aim is therefore to have legal measures in place for pro-
tection at various levels and in various spheres. To this end,
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legislators have also started to consider the requirements
necessary for security in their countries, including their ca-
pacity to respond to large-scale incidents, the protection of
their critical infrastructure, their ability to collaborate with
other countries, and even to consider the development of a
security culture which can be implemented in society.

Considering all above mentioned, in order to make the leg-
islation truly effective, there is a need to define the unified
common rules based on international, regional or national
agreements and cross-border countries cooperation consid-
ering not only the legal side of the problem but the technical
as well.
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A Fast Empirical Method for Detecting
Fake News on Propagandistic News
Resources

Liubomyr Monastyrskyi'?, Yaroslav Boyko'4,
Bohdan Sokolovskyi'?, Oleh Sinkevych!¢

In this work, an effective method for detecting news reports
about certain events with deliberately distorted content is
proposed. The methodology consists in accumulating reli-
able information about a given event from reliable verified
sources. Thereafter, there occurs a quantitative analysis of
the reliability of information from the sources which are
suspected in their integrity. To achieve this goal, we used
the standard software tools for obtaining and processing in-
formation with the help of NLP techniques.

In our case, for collecting information the Python requests
modules (data scraping) (Requests: HTTP for Humans,
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2011) are used and for working with HTML data — the Beau-
tifulSoup4 ones (Beautiful Soup, 2012).

To date, there is a large number of effective tools for work-
ing with text information which use both direct rules based
on rules and methods of artificial intelligence tools. Espe-
cially accurate results in many areas of NLP are provided
by the machine learning, including deep machine learning.
At the same time, the use of the latter is connected with the
problems of providing the necessary volumes of computing
resources which are not always acceptable. For the prelim-
inary evaluation analysis, in our opinion, the best methods
are based on the reasonable mathematical approaches and,
at the same time, are not related to large volumes of compu-
tations. To achieve our goal we propose to use the text-based
properties based on the TF-IDF statistics (Aggarwal, 2018).
This is a statistical indicator used to evaluate the importance
of words in the context of a document which is a part of col-
lection of documents or corpus. The weight (significance) of
words is proportional to the number of word uses in the doc-
ument and is inversely proportional to the frequency of the
use of words in other documents of collection. The TF-IDF
indicator is used in the tast of text analysis and information
retrieval. It can be used as one of the criteria for the rele-
vance of a document to a search query, as well as when cal-
culating the degree of affiliation of documents during clus-
tering. The easiest ranking function can be defined as a total
number of the TF-IDF of each term in the query. The most
advanced ranking functions are based on this simple model
(TF-IDF, 2001).

In our work, the implementation of TF-IDF statistics com-
putation in the Python sklearn module (Scikit-learn, 2007)
was realized . On the basis of the set of reliable news articles
about a certain event, the main building was formed. In or-
der to determine the degree of reliability of the article under

Conference “Behind the Digital Curtain: Civil Society vs State-Sponsored Cyber Attacks”
Brussels, June 25, 2019


https://www.promoteukraine.org/behind-the-digital-curtain-conference/
https://www.promoteukraine.org/behind-the-digital-curtain-conference/

Liubomyr Monastyrskyi, Yaroslav Boyko, Bohdan Sokolovskyi, Oleh Sinkevych

study we added the latter to this set and a similarity matrix
was calculated. It has been found that the degree of similar-
ity of the articles that relate to the reliable ones exceeds an
index of 0.5, while the articles with distorted data refer to
the main corpus with similarity levels in the 0.1 - 0.4 range
for all experiments conducted by us. The main disadvantage
of our results is that we consider small volumes of sets of ar-
ticles, so in future research, we plan to automate the process
of obtaining data for the rapid formation of large corpus, as
well as the improvement of computational procedures.
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Features of Russian - Ukrainian
Cyberwar

Volodymyr Lozynsky'?, Oleh Petryshyn!8,
Liubomyr Monastyrsky!?

The collapse of the USSR was marked, in particular, by the
beginning of confrontation between Russia and Ukraine,
which grew into the Russian-Ukrainian war, including that
in the cyberspace. There were both the conflicts in the cy-
berspace with attacks on the energy system of Ukraine and
the hacker attacks from Russia using virus programs. Since
2014, Russia has begun the armed aggression and cyberwar
against Ukraine.

In this report, we describe the technologies of the Russian
cyber expansion towards Ukraine, the stages and peculiari-
ties of cyber attacks, the formation of a cyber defense system
in Ukraine, providing the cyber defense system in Ukraine
and granting the effective assistance from Western partners
in this area.
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The hybrid war imposed on Ukraine by Russia involves con-
cealing the true intentions and hostile cyber actions from
Russia. A number of institutions and government depart-
ments in Ukraine as well as foreign organizations reported
numerous cyber attacks and hostile actions from Russia in
relation to Ukraine in cyberspace (Laurence, 2019).

In particular, Dmitry Shimkov, a former deputy head of the
Presidential Administration during the IXth National Ex-
pert Forum in Kyiv, argued that most of the cyber attacks on
the Ukrainian economic infrastructure were directed from
the Russian Federation. Minister of Infrastructure Volody-
myr Omelyan said that the Russian Federation initially tests
cyber attacks to identify the weaknesses of the digital infra-
structure of Ukraine. The Ministry experienced great losses
as a result of such attacks. The Security Service of Ukraine
(SSU) prevented cyber attacks on the Ukrainian courts from
the Russian Federation.

The Main Directorate of the General Staff of the Armed
Forces of the Russian Federation organized cyber attacks on
the Kiev subway and Odessa airport. The cyber intervention
in the «electronic cabinet of taxpayers» service of the State
Fiscal Service of Ukraine was carried out 35 times. The chief
specialist of Ukraine on cyber defense Sergey Demedyuk said
that recently cases of skinning and fishing have sharply in-
creased. In particular, in 2013, Russia «Operation Armage-
don» launched the system of cyber espionage for the govern-
ment agencies as well as law, power and defense structures.

There was also a message from Interior Minister Arsen Avak-
ov about the attempts to access the data systems of the Cen-
tral Election Commission (CEC) and district election commis-
sions on the day of the presidential election received by the
Foreign Intelligence Service, as well as a representative of
the Ukrainian State Committee for Special Communications.
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In the Chernihiv region, the Security Service of Ukraine
arrested the group of hackers who had intentions to attack
the e-election servers. The Deputy Prime Minister I. Klim-
push-Tsintsadze and the deputy head of the Security Service
of Ukraine Olena Frolova declared on cyberattacks by the
Russian Federation. The Foreign Minister Klimkin reported
that during the last four years 6,000 cyber attacks have been
committed on the e-government website in Dnipro. Russian
secret services planned to damage the communication net-
work, which provides the presidential election — the Security
Service of Ukraine

The information received in Ukraine is confirmed by our
western partners. In particular, the Military Intelligence
and Security Security Service of the Netherlands has recent-
ly accused Russia of trying cyber attacks at the Organization
for the Prohibition of Chemical Weapons (OPCW) in Hague.
The OPCW is involved in the investigation of chemical at-
tacks in Syria and in Salisbury.

Microsoft experts believe that the attacks are carried out by
a group of cybercriminals of the General Staff of the Russian
Armed Forces which has been also engaged in the cyber at-
tacks on the election headquarters of H. Clinton.

Representatives of CISCO announced infecting 500 thou-
sands routers in 50 countries by Russian hackers, including
in Ukraine. Routers were used to collect private informa-
tion. The FireEye identified the following groups of Rus-
sian hackers who have shown themselves during the Rus-
sian-Ukrainian cyberwar: APT29 (Cozy Bear, Cozy Duke),
APT 28 (Sofary Group, TsarTeam, PawnStorm, FancyBear).

Thus, repulsing the above-mentioned cyber attacks, a num-
ber of measures was introduced and launched a set of new
approaches to the cyber defense. In particular, for the period
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since 2014, there were features in conducting cyberattacks
on the part of Russia, which required adequate actions by
Ukraine. For example, the government created a group of
cyberpolice experts in the Ministry of Internal Affairs to
work on cyberattack warnings during the election campaign.
The European Commission organized cyber education to pro-
tect the Central Election Committee. NATO helped Ukraine
to establish a Cybersecurity Center before the elections. Es-
tonia provided us with financial and technical help in the
cyber defense field. To reduce the propaganda influence, it
was blocked in Russia about 2 thousands fake shareholders
and filed sanctions on about 300 Internet sites of the Rus-
sian Federation.

The effectiveness of cyber defense can be improved by cre-
ating complex counteraction mechanism and establishing
a public-private partnership in the field of cyber security.
There is no alternative to refusal of Russian software, social
networks and payment systems. It is necessary to improve
the legal and regulatory basis in the field of cybersecurity,
possibly to create in the frame of the National Security and
Defense Council a Cybercenter for protection against Rus-
sian cyber influences and hacker attacks.
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Pu3suku 6i3Hecy: 3MiHO GKLEHTIB

Banenruna JIyx’azosa?’

Exonomiuna cucTemMma Bce OibIlle cTa€ BiZKPUTOIO i BiAmoBiz-
HO yPpasJIMBOIO 0 30BHIITHIX PU3NKIB i 3arpo3. Byab-axe min-
IIPUEMCTBO CTa€ Bce OiIbII 3aJIe;KHUM BiJl 3MiH YMOB 30BHIIII-
HBOT'O CepeIoBUIla He JINIIIe KpaiHu BiAImoBigHOI JoKaIii, aie
CBiTOBOI EKOHOMIKH.

MeTor0 po3riiaay y HaIIi#l cTaTTi € JeTaabHUI aHAJi3 13 BUAB-
JIeHHSM I'PYII (paKTOPiB pu3uKYy Oi3Hec-cepesoBuUIia PyHKILiO-
HYBaHHJ i 3arp0o3 eKOHOMiuHi# 6e3meri migIprueMcTB.

B ocHoOBYy HaImoro gociigkeHHA TOKJIAAeHO aHAJITHYHI CIIO-
cTeperKeHHs HiMellbKOl (hiHaHCOBOI TpaHCHAIIIOHAJIBHOI KOP-
mopairii Allianz SE (1topiuso onyoaikosani y Allianz Global
Corporate & Specialty (AGCS). OcHoBHUM HATIPAMKOM [isflb-
HOCTi KoMmnaHnii € crpaxyBanHs. Cranom Ha 2013 pik, 1e HaTi-
OinpIma y cBiTi cTpaxoBa KomMnaHid, 11 3a BearuumrHOIO (hiHAH-
coBa rpyma ta 25 HaibiJbIla KOMIIaHiA 3a OIiHKOIO *KYPHAIY
Forbes. Taxkoxx 1e Haibiapma piHaHcoBa KOMIAHIA 3a 00Cs-
rom moxony, craamom Ha 2012 pik. I'pyna Allianz npucyrus
y Oinpmr mHisk 70 kpainmax Ha 5 KOHTHHeHTaXx (B T.4. 1 B YKpai-
Hi). Maii:ke 140 Tuc. criBpo6iTHUKIB 00CTyTrOBYIOTH OJIM3BKO
88 minpitonu kiaienris (Allianz. At a glance).

20 M.e.n., mpodecop, 3aB. Kadeapu eKOHOMIiKM migmpuemcTBa i mignpu-
EMHUIITBa, XMEJbHUIIbKUI HAI[IOHAJBbHUN YHiBepCcUTET, Y KpaiHa
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Banentuna Jlyk'sHoea

CrocTepe:xkenusa 6a3yOThCA HA IPYHTOBHOMY aHaJi3i 01135-
Ko 2000 excnepramu i3 80 xpaiH pusukiB i 3arpos, 110 BUIi-
JISIIOTh PUSUK-MEHEeIKePU IJIA YCIIIHOTro (DYHKIIOHYBaHHS
OisHecy y pisHux Kpaimax cBirty. Hailimepime excrepTu oiri-
HIOIOTH PUBUKH i 3arpos3u 6esmerli miAIIpueMCTB 3 TOUKU 30PY
ix imoBipHOCTi Ta BeJMYuHi 30UTKIB (IPAMHX i HeIPAMUX
BTpAaT). 3Be/leHi pe3yabTaTy NOCIAiIMKEeHHA II0JaHo y Tabam-
i 1. PefiTunr Bimo6parkae 4acTKy PECHOHIEHTIB, [0 BUi-
JINJIW BaJKJUBICTH AAHOTO BUAY pusuKy cepen 10 HambigbIn
BasKJIMBUX y BiAmoBimHi mepioau.

Tadaumsa 1

Haii6inpmri pusuku i 3arposu 6isHecy

Bup pusury (s3arposa) (R,

3001 y BUPOOHUIITBi 43 46 38 37 42
Ki6epsarposu 12 17 28 30 40
Cruxiitai muxa 33 30 24 24 30
PunkoBi kostmBanHA 19 15 34 31 22
3aK0HOIABYE PEry.JIio- 21 18 18 24 21
BaHHS

Texuoreuni aBapii 24 27 16 16 20
ITonituuni pusuru 18 11 11 14 11
Penyraniini pusuxu 15 16 18 13 13
TexHousoriuHi 3MiHN 10 12 15
MaxpoexkoHoMiuHi 16 24 22
3MiHU
Kaimaruuni sminn 10
Ilepconan 10 9 11
HeskicHa npoxyKiris 10

Posrisuemo 0iabII pO3JIOTo BUALIEH] Ipyny PU3UKIB i 3arpos
3a nepiox 2014-2018 pp.
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Haitnepime, BapTo BiaMiTUTH cTabiJIbHY IPUCYTHICTD 8 BUIIB
pusukKiB y Bcix 3BiTax. Ilopan 3 mum Taki 3arposu ik Makpo-
€KOHOMIiuHi 3MiHU (IporpaMu *KOPCTKOI eKOHOMIii, 3pocTaHHA
I[iH Ha ToBapu, iHQIIANIAHI pu3UKK) Ta HOBi TexHOJIOTII (HAa-
HOTexHoJoril, 3/[-IpyK, IMITyYHUNA iHTEJEeKT, APOHU) Bimmi-
YeHO JIUIIE ¥ TPHOX 3 II’ ATH aHaJi30BaHMUX 3BiTiB. AJie BApTO
3a3HAYUTH IIOABY y foKyMeHTax 2018 p. Takoro Bumy 3arpos
AK KJiMaTHUUYHiI 3MiHU i 3MeHIIIeHHSA BIJIUBY PUBUKIB 3 OOKY
nepcoHany ( KpamisKKu, KOPYyIIIisa, Opak Tomro). Ase mpo i
3MiHU y TeHIEHI[iIX HisHiIre.

IIpomonyemo meranbHO IIpoaHaANidyBaTU TEHIAEHIIII PUBUKIB
i 3arpos 3a TpbOMa HAIPIMAaMU:

1. Pusuku i 3arpo3u mpuUpPOAHOTO XapaKTepy (KJIacUYHO ixX
HANIUPINNX MEPeJIiK IPU CTPaxXyBaHHi) — Tabauidg 2.

Tadoaumsa 2

Pusuku i 3arposu mpupogHOTo XapaKkTepy

Peiitunr, %
Bup pusury (3arposa)

Cruxiiigi auxa 33 30 24 24 30

KaimaTuuni sminn 10

Pekopauuii po3mip 30UTKiB Bifi cTUXIMHUX JUX 3a0€3II€eUnB
TIOBEePHEHHA IIHOT'O PUBUKY B TPiliKy Hambinbiux Ha 2018 pik
(3-e micire, 30% pecIoOHIEHTIB BiAMiTH/IN 3BHAYUMiCTh JAHOTO
pusuky). MeHemxepu Takok cTypOOBaHI THM, IO CUTyAIlid
MUHYJIOTO POKY MOJKe mepenBimiaTu Ie OijbIlle 3pOCTaHHSA
iHTeHCHBHOCTI 1 yacToTH JaHUX 30MTKiB, BHACIiZOK YOrO B
BEPXHIO IECATKY PEUTUHTY BHepIllle HOTPaluan KJIiMaTUYHL
aminu (10-e micme, 10% Bigmosigeit). Ha :xauib, 111040 YUCTO
dopc-MmaopHUX 00CTaBUH TJIOOATLHI 3MiHM KJIMaTy BiKe
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He MOKHa BiHeCTHU, TaK SK Ile pPe3yJabTaT HACTyIIal0unX Ha-
CALAKIB AisIIBHOCTI JIOAWHY i He JUIIIe IPUPOIHOr0, a OiabII
MITYYHOTO XapaKTepy (HOUMHAIOUY i3 TOKCUYHUX BUKUIIB Y
aTmMocdepy TiATPUEMCTB i TPAHCIIOPTY i 3aKiHUy0UU 3a0Py/I-
HEeHHAM BOJAHY i 3eMJIi AK HNifIIpueMcTBaAMU TaK i 3BUYallHUMU
cMiTTe3BasUMIIaMu). 3 iHIITOTO OOKY KJIiMaTOJIOTH BXKe JaBHO
BigMiualoTh HeTaTUBHUM BILINB KJIIMATUYHUX 3MiH HA 4acTo-
Ty Ta iHT€HCUBHICTH CTUXINHUX JUX.

BigmoBigHO 10 3BiTiB pEKOPIHUI PO3Mip 3acTpaxoBaHUX 30UT-
KiB Big cTuxiiEMX anx, mo ckiaas B 2017 poni $ 135 mupx.,
B 3B’fABKY 3 yparaHamu «XapBi», «Ipma» i «Mapisa» B CIITA
i ma Kapubax, 3a0e31eunB IIOBEePHEHHS I[bOT0 PUSUKY B TPIAKY
Haibinpmux Ha 2018 pik (3-e micite, 30% BinmoBizeit). Buius
OPHUPOTHUX KATAKJII3MiB BUXOIUTH JAJIEKO 3a MeXXi (pisuuHo-
ro 36uTKy. ¥ Mipy TOro akx cdepu eKOHOMIUHOI MifgJIbHOCTL
CTaIOTh OiJIBIIT KOMIIAKTHUMM i TiCHiIlIe B3a€MOMIOB’ A3aHi I'JI0-
0asIbHO, CTUXIWHI JIMXa MOXKYTh BILJIMHYTHU Ha 3HAUHE UMCJIIO
OiAIIPUEMCTB 3 PI3HUX CEeTMEHTIB, AKi, Ha IIepIIUH IIOTJIAT, He
OyJiu CXUJBHI 10 BIJIMBY IpupoaHux Kartacrpod (forinsurer.
com, 2018).

PecmongenTu mob6om00ThC, 1110 2017 pik Moske 6yTH IepeaBi-
CHUKOM TOTO, II[0 iHTEHCUBHICTb CTUXIMHUX JUX OyAe POCTHU
Mig BOJIMBOM 3MiH KJaimaty. ¥ BepxHi# mecarii 2018 poxu
3’sABUBCA HOBUU pusuk — «3MiHM Kiimary / IlimBuiieHHsa
MinauBocTi morogu» (10-e micie), moB’sA3aHUI, B TOMY YHC-
Ji, 3 TeHAeHIIielo Mo ypbaHisallii mpubepe;KHUX PerioHis,
MIPOIOBKEHHAM 3MEHIIIeHHAM JbOJOBUKIB (AK y ropax Tak i
Ha II0JI0caX) TakK i MOCTYIIOBUM 3POCTAaHHSAM TeMIIepaTypu i
0iIBIII PiBKOI0 3MiHOIO IIip POKY (BeCHAHUI i OCiHHIiN mepion
OOJIeKYAU 3MEHIITNBCS 10 OJHOTO-IiITOpa MiCAId).

2. Pusuku i 3arpos3u 30BHIIIIHHOTO €eKOHOMIiUHOTO CepemoBHU-
ma (rabaunsa 3). Jlanuil BUJ PUSBUKY TEXK HOCUTH OiJIBIII cuc-
TeMaTUYHUN xapakTep (0co0JaMBO 3a YMOB UMCTOI KOHKYPEH-

88 Conference “Behind the Digital Curtain: Civil Society vs State-Sponsored Cyber Attacks”
Brussels, June 25, 2019


https://www.promoteukraine.org/behind-the-digital-curtain-conference/
https://www.promoteukraine.org/behind-the-digital-curtain-conference/

Banenmura Jlyk'sHoea

11ii), ayie 3MiHIO€ CBilf aKI[eHT y OiK IIPOTEKI[I0HIi3ZMY BEJIUKUX
Kopmopalliii, ABHOT'0 UM IIPUXOBAHOTO BTPYUYAHHA y AifJb-
HIiCTBb YPALOBUX CTPYKTYP i 3aKOHOIaBUNX OPraHiB (0c00JIHMBO
B eKOHOMiKax, 1110 PO3BUBAIOTHCS).

Tabuuna 3

Pusuku i 3arposu 30BHIIITHLOTO cepeqOBUIIa

Peirtunr, %
Bup pusuky (3arposa)

PuHKOBI KOTuBaHHSA 19 15 34 31 22
3aK0HOIAaBYE PEry.Jaio- 21 18 18 24 21
BaHHSA

ITosiTuuni pusuku 18 11 11 14 11
Maxpoexkonomiuni 16 24 22

3MiHUI

«BigmoBigHO 0 TaHUX MOCIiAMKeHb, KOMIIaHil 10 BChOMY CBi-
Ty TOTYIOTBCS 0 CKJIAAHOTO POKY: IIi/l BILIMBOM 3DPOCTAIOUN-
MU MOJITUYHUMHU, 3aKOHOJABUNMM, PETryJIATOPHUMU Ta iH-
MINMU 3MiHAMY, PiBeHb HEBU3HAUEHOCTI HEYXUJIBHO 3POCTAE
o BcboMY cBiTy» (fin.org.ua). Taki BuCHOBKM 3po0OuIn eKc-
nmeptu 'y 2017 p. Aje mpoaHasisyBaBIIIA Pe3yJIbTATH TaOJIHUITL
3 MOKHA BimMiTHTH cTabiIbHO BUCOKi BIIIMBU 3arpo3 3 OOKY
3MiH y 3aKOHOJABCTBi (EKOHOMIiUHI CaHKIIil, IPOTEeKITioOHi3M)
Ta MaKPOeKOHOMiuHUX 3MiH (iH(GaAnia/gedasdaiia, sMmina 1min
Ha TOBapu, MIPorpaMu KOPCTKOI eKOHOMIl TOII10).

IIlomo ¢axTOpiB 3MiH PMHKOBOI KOH’IOHKTYpPH, TO 3HAUU-
MicTh iX BILIMBY CHJIBHO 3aJIEKUTH BiJl CBITOBUX €KOHOMIiU-
HUX Kpus, abo perioHaJbHUX eKoHOMiuHUX 3arpos (2016 p.).

ITosiTuuni pusuKM 3 Og4HOro OOKY € cTabiIbHO BiIHOCHO He-
BHICOKI, ajie CMJIBHO 3aJIe)KHi Bifg eckasiallil BiicCbKOBUX KOH-
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(aikTiB i mosiTnyHUX peBoJIONLil (Hanpukaan, 2014 p. Bifx-
TroJIOCOK BifiHUM Ha cxofi YKpainu i saxonmennsa Kpuwmy,
a 2017 p. — saroctpenHsa y Cupii i 3arposu 3 60ory IliBHiuHO1
Kopei).

3. Immri pusukm i 3arposu (tabauma 4). Ho mamoi rpymnu
YBIifIIW PUBUKU 13 BHAUHMUM HETraTUBHUM BILJIMBOM
JIOICHKOTO (haKTopy.

Tabuunsa 4

Haii6inpmri pusuku i 3arposu 6isHecy

Peirtunr, %
Bun pusuky (3arposa)

30601 y BUPOOHUIITBi 43 46 38 37 42
Kibepsarposu 12 17 28 30 40
Texuorenni aBapii 24 27 16 16 20
Penyramiiiai pusuku 15 16 18 13 13
TexHousoriuHi 3mMiHnM 10 12 15
Ilepconan 10 9 11

HeskicHa npopyKiris 10

3a nanumu ekcmuepriB (forinsurer.com, 2018) 3601 y Bupoo-
HUIITBi OCh yKe IIIOCTHUH PiK 3aiMalOTh BEPXHil PAOOK cepen
HaBa)KJIUBIIIUX PU3UKiB B €Bpori, Aziarcbko-Tuxookean-
cbKoMy perioni, Ha Bausbkomy i Cepemubomy Cxomi. Ileit
PU3UK, Ha JKaJb, BIACTUBUN OYAb-IKOMY HiJIPUEMCTBY He-
3aJIeKHO Big obOcsarie 0isHecy. Kommasii ctukaimoThesa 3i 3po-
CTaIOY0I0 KiJIbKICTIO cIleHapiiB MpoABYy PUSUKY — Bij Tpaau-
MifHNX BILINBIB, TAKUX K MaTepiajbHi 30MTKU, 3amogidHi
o0’eKTaM 1 JAaHI[IOMKKAM IIOCTAaYaHb CTUXIMHUMHU JUXaAMH i
moKeKaMU, 10 HOBUX (DAKTOPILB, IIT0 BUILINBAIOTDH 3 JUTiTAJIi-
3aIrii i B3aeMo03B’A3KY, AKi 3a3BUUYal IPU3BOLATD 0 3HAUHUX
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(imancoBux BTpat. 3601 B pobori IT-cucrem, Tepopusam, iH-
IUIEeHTH, IIO0B’sA3aHi 3 HeAKICHOIO MPOAYKIIi€I0, HecIIoAiBa-
HUMU PETryIATOPHUMU 3MiHAMU MOXKYTh IpU3BeCTU 6i3Hec 10
KOPOTKOCTPOKOBOI ab0 TpMBAJIOI mepepBU B AifAJIBLHOCTi, IO
3IiMCHIOE iCTOTHUH BIIJINB HA JOXOIU IIiIITPUEMCTB.

3a JaHUMU OITUTYBaHHA €KCIIEPTiB, Kibep-iHITUAeHTH BIepIIe
Hal3BaHi B YMCJi HAWOiIBIN MIOKYIOUNX (DAKTOPiB, IO CIIPUSI-
IOTBH 3005IM Y BUPOOHUIITBI, B TOH yac AK cami 3001 y BUpOOHM-
ITBi cTamu, Ha IXHIO JYMKY, Hal01JIbIII BATOMOIO IPUUMHOIO
BTpAT Imicjd Kibep-innumenTis. riguo 3 ganumu Cyence Risk
Analytics, B pasi HemocTyIIHOCTI XMapHOTO cepBicy y mocra-
YyaJIbHMKA XMAapPHUX IIOCJHYT, IO TpuBae Oiabime 12 romuH,
30UTKU MOXKYTH cKjacTu 850 muaH. moJu. B IliBHiunmiit Ame-
puii i 700 maH. goJs. B €BpoIi, BUXOAAYN 3 TOTO, IO Bif He-
mocTymHOCTi Mo iHdopMmallii moctpammae 50 Tmc. KoMmaHin
TPHOX pisuux cdep (piHaHcH, OXOPOHA 3J0POB’d i po3apidHA
TOPriBJIsT) B KOKHOMY perioHi (forinsurer.com, 2018).

Bigmosigzo, pusuk 300iB y BUPOOHUIITBI 3aiiMae Apyre Miciie
3a CBO€I0 HenoolliHeHicTI0. KomiaHil yacTo HeZOOI[iIHIOIOTH
CKJIQTHICTD «IIOBEPHEHHSA 0 HOPMAJIbHOTO PEKUMY POOOTH » .
Im corig mocTiiiHO KOopuUryBaTH CBOI ITAHY pearyBaHHS Ha HaJl-
3BUYAlHI cuTyarlii, o6 BOHY BifoOpaskaau HOBY PeaibHiCTh
3001B Y BUPOOHUIITBI, I1T0 BKJIIOUAE i 3arposdy Kibep-iHIumeH-
TiB.

KiGepsarposu mpomoB:KyIOTh HifHiMaTHCh B PEUTHUHTY i y
2018 p. € gpyruM 3a BaXKJINBICTIO PUSUKOM JJIS IiAIIPHUEMCTB
(rabaumsa 1). IT’aTs pokiB ToMy, 3a OIiHKAMHU €KCIEpPTiB
(forinsurer.com, 2018), Bomu 3Haxomuauca Juiie Ha 15-
my wmicii. Taki sarposu, SK HOPYIIIEeHHS HAHUX, XaKepPCbKi
araxu a0o K 3001 y BUPOOHUIITBI BHACTiTOK KiOep-iHIluaeH-
Ty OiATBEePIKYIOTb, IO Ile TOJOBHUN PUSUK I OisHecy B
11 mocraim:xyBaHMX KpaiHax, a TaKo:K Ha AMePUKAHCBKOMY
KOHTUHEHTI, i Apyruii 3a 3HaunMicTiO pru3uK B €BpoiIri Ta Asi-
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aTcbKko-TuxookeaHcbKOMY perioHi. Bin Tako:x € caMuM Heo-
OI[iHEHUM PU3NKOM B JOBI'OCTPOKOBIilI IePCIEKTHUBI.

Hemromasui iHmumeHTN, OB A3aHi 3 IOABOIO IIPOTPaM-BU-
marauiB WannaCry i Petya, mpusBenu g0 sHAUHUX 30UTKiB
BeJINKOTO ymcjia KoMnaHiil. Iamia nmporpama-sumarau Mirai
i macmiTabHa pos3moijieHa aTaka THUIIY «BifMoBa B 00CIyro-
ByBaHHi» (DDoS) Ha KitouoBi iHTepHeT-1IIaTGOPMU i cepBicu
B €Bpomni i IliBriuHi#T Amepurni mHanpukinmni 2016 poxky Bmu-
CYIOTBCA Y 3POCTAI0UY TEHIEHIIiI0 — ITOABY «Kibep-yparaHiB».
Xakepu MOXKYTHh BIIMHYTU Ha (PYHKIIOHYBaHHS BEJUKOIL
KimbKOCTi migmpueMcTB, BUOpPABIIN B AKOCTI MeTHU, HAIPU-
KJaJ, 3arajbHi eJeMeHTH iHTepHeT-iH(GPacTpyKTypu, Bifg
KX BOHU 3ajie’KaTh. 1A TeHAeHITis, MIBUAIIIE 3a Bce, 36epe-
JKeThC 1 B MOJAIBIIIOMY. 3aX0AHU ITTOA0 3aXUCTY JaHUX 3HOBY
TIOBEPHYJINCSA B IIEHTP YBaTrU IIicJIg MACIITA0OHUX IIOPYIIIEHDb B
CIITA. Berym B cuay 3araJabHOTO PerjJIaMeHTy IOI0 3aXUCTY
maaux (GDPR) mmo Bciit €Bpomi B TpaBHui 2018 poKy 3po6uTth
IepeBipKu I1e OiJIbII peTeTbHITMA.

Hani Bapomerpa pusukiB Allianz mokasyoTbk, 110 cTyp0OO-
BaHiCTh Kibep-3arposamu cepejn KOMIIaHili cerMeHTa MaJioro
Ta cepegHbOro GidHecy 3pocTae. 30KpeMa, A HEeBEJIUKUX
KOMIIaHi# 11eif pusuK IlepeMicTUBCSA 3 IIIOCTOT0 Ha ApyTe Mic-
e, a AJIsd cepefHiX KOMIIAHI — 3 TPEThOTo Ha Ieplile Miciie
petitunry (forinsurer.com, 2018). Haii6inbir Bucoki miciia
B PeUTHHTY 3arpos3 Kibep-iHImuaeHTH 3aiiMaloTh cepel KOM-
namini cermenta PosBaru i Megia, KomMIIaHii, 1[0 HagalOTh
¢diraHCOBI moCHyru, a TaKOXK KOMIIAHiH, ITIO0 BiTHOCATHCA A0
CerMeHTy TEeXHOJIOTiH i TesleKoMyHiKaIii.

Hosi Texmosorii Ak ¢paxkTop PUBUKY TeXK 3POCTAIOTH 34 Peii-
TUHTrOM. BOHU € ApyruM HaNOiJIbIINM JOBTOCTPOKOBUM PU3HU-
KOM, IIOCTYIIaIOUNCh JIUIIIe Kibep-iHmugeHTamM, 3 IKMMU TiCHO
B3a€EMOIIOB’ A3aHi. ¥ PasjuBiCTh, aBTOMAaTHU30BAHUX, ABTOHOM-
HUX 1 caMOHABYaAJLHMX MAIIUH O BimgMoBHM abo o Oil Ki-
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0ep-3JIOBMUCHUKIB Oye B MaliOyTHHOMY 3POCTaTH, 1[0 MOYKE
OPU3BECTH A0 3HAUHUX ITOPYIIIeHb KPUTHUYHOI iHPPaCTPyKTy-
pu. HesBaskarouu Ha Te, 1110 B MANOYTHHOMY UHMCJIO HE3HAUHUX
30UTKIiB, IIOB’A3aHNX 3 aBTOMATHU3AIli€IO i TOCIa0JIeHHAM MO-
HITOPUHTY, MOXK€e CKOPOTUTUCH, HA 3MiHY iM MOKYTb OPUATU
Oinbi 3HAauHI BrpaTu. IlimnpuemcrBaM moTpi6bHO OYyTH TOTO-
BUM JI0 HOBUX CIIeHapiiB HeceHHs BiAmoBimambHOCTi, moABa
AKUX BUKJNKAHO OIMCAHUM BHUIIE MEePexX0o0M BiAIIOBigaib-
HOCTI Bij TIOAUHY 10 MaIlTuHU a60 10 BUPOOHUKA ITPOTPaMHO-
ro 3abesmeuenus. Ile 3poOuTh MOKJIaAAHHA BiAIOBiaabHOCTI
i HagaHHA CTPaXO0BOTO HOKPUTTS AJIA TaKOI BiAIOBimaabHOCTI
OiJIBIII CKJIAAHOIO CIIPABOIO.

Iamuit HegooIiHeHNH Pi3BHOBUL TEXHOJOTIUYHNX PUSUKIB IJIs
TaKUX KpaiH AK YKpaiHa — Ile 3POCTAaHHA TEXHOJOTIUHOIO
PO3PUBY V €KOHOMIUHOMY PO3BUTKY, TeXHOJIOTiUuHEe Bimcra-
BaHHS 1 BiATIOBiAHI Hac/IigKu He JuIlle B eKOHOMIUHiN cepi,
ajie ¥ TeXHiIUHiN rPaMOTHOCTI HaceJeHHs, COI[iaJIbHOMY PO3-
BUTKY, eKOJIOTIYHMM 3arpo3aM TOIIIO.

Penyranitini Brpatu (13% y 2018 p.) — ocHOBHa IpuUYUHA
eKOHOMIUHUMX BTpPAT IJIA IMiAIIPUEMCTB AKi mopsAn 3 Kibeppu-
3MKaMu € 3arposamu imgopmaritiiinoi 6esmeku 6isHecy. Ha
JKaJlb, IIi ABa BUAU PUBUKIB TiCHO mIeperniejunch i 4acTo ix
Ba;KO BIiJOKPEMUTH.

3akiHuyoun aHaJIi3 TabauIli 4 MOKHA BiAMITUTY 3MeHITIeHHA
yBaru OO YMCTO Cy0’eKTHUX BUIB PU3UKIB 3B’ sI3aHUX 3 HepP-
comajoM (KpamisKKu, IIaxpaiicTBO, HesAKicHa poboTa TOIIo).
Ix uacrtka 3MEHIIYEThCSI 1 3 YacoM 3HUKAE i3 JecATKM Hali-
BaKJIMBIIIINX.

Haii6innmt BaskauBi (iMoBipHi Ta BTpaTHi) pusuKY i 3arpos3u y
2018 p. mogmamo Ha pucyuky 1.

Hama gmHamiuHa pgiarpama IIOKasye cTabiJbHICTH IIPOSABY
(axTopiB pusury (Qopc-maxkopHux obcraBuH (24-33 %) i
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Puc. 1. Pusuku i sarposu y 2018 p.

3HAYHO BUIIEPEAKAI0Uy iX XBUJIO (IIepIlle Miciie y peuTuHry
3a Bechb IIepioJ AOCIiMKeHHs) 3arpo3 300iB y BUPOOHUIITBI
(37-46 % ). Tako:xk MOsKHA CIOCTEPIraTy CTPiMKO 3pocTady
XBIIIO Kibepsarpos (12-40 %).

Or:xe, MOKHA 3pOOUTH BHUCHOBOK, IO 3 OJHOTO OOKY BasKKO
BUOLINTH Oil0 OKPEeMHX YMCTHUX BHUAIB PU3UKIB i 3arpos Ha
OigOPUEMHUIBKY isJAbHICTE, a 3 iHIIIOrO — 3HAUHY IIOTPE0y
o 30inbIIeHHa iH(GopMAaIliiiHOl 0e3IeKy AiAJIbHOCTI migmpu-
€MCTBa, IO BimobOpaskeHa He JiuIlle B Kibepsarposax, aje it
pusukKax 300iB y BUPOOHUIITBI, penyTallifiHNX Ta TeXHOJIOriu-
HUX pUBUKaX Ta iH.

CnucoK BUKOPHCTAHUX JIIKePest

Allianz. At a glance. Retrieved from https://www.allianz.
com/en/about us/who we are/at-a-glance
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CB Mamnakyr «Bapomemp puckogé». Allianz Ha3ean
enobanvHule pucku komnarnuil 6 2018 2ody. [locTynHO
yepes http://sb-malakut.com.ua/barometr-riskov-
allianz-nazval-globalnye-riski-kompanij-v-2018-

godu
Fin.org.ua. 10 riao6anbHBIX OM3HEC-PUCKOB NPEATIPUATUIN B

2017 romy. Allianz npezacraBus HOBBINM «BapomeTp
puckoB». JloctymHo uepes http://www.fin.org.ua/
news/1228676
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IHTepHeT peueii: npobnemu 6e3nexkmn
Ta OCHOBHI 3acanm ii 3a6e3neyeHHs

Mapia quxa?!

Iarepuer peueit (Internet of Things, IoT) — «KoHITemIia Me-
peKi, 10 CKJIAZAEThCs i3 B3a€eMO3B’ A3aHUX (PiBUUHUX IPU-
CTpoiB, AKi MaioTh BOyZOBaHi maBaui, a TakoK IIporpamMHe
3abe3meueHHs, 110 JO3BOJISAE 3MiMCHIOBATH IIepesavuy i oOMiH
ITaHUMU MiK GisMUHUM CBiTOM i KOMII'IOTEPHUMHU CHCTEMA-
MU, 3a JOIIOMOTOI0 BUKOPUCTAHHS CTAHIAPTHUX IPOTOKOJIiB
3B’sa3Ky» (IuTepHer peueii, n.d.).

Amnanisyrouu nigxonu mo susuauenusa [oT BBakaemo, 1o TH-
TEepHEeT peueil — I1e B3a€MO/AiA IPUCTPOIB I iHIIINX IIpeIMeTiB
B Mepe:xi, AKi 30uparmTh, 00p00IAI0TH, OOMIHIOIOTHCA JAHI-
MU 3aBIAKHU €JeKTPOHIIli, IporpaMHOMY 3a6e3IIeUyeHHI0 3 Me-
TOI0 BUKOHAHHA BU3HAUEHUX 3aBIaHb Ta peasisallii meBHUX
dbyuKii. Y Halibiae nomupenomy posdyminHi IoT mo3Bosise
(dismuyruM 00’eKTaM (peuam), 3MiMICHIOBATHA B3a€MOJII0 MiiK
c00010 ab0 3 30BHIIIHIM CBiTOM, YaCTKOBO a00 HMOBHICTIO 0e3
y4JacTi JIoguHA.

3anpoBaguB TepMiH «iHTepHeT peueii» Kesim EmTon y cBoiit
monoBini «Iureprer Peueit» niasa «Procter & Gamble» 8 1999
pP. 3 imeer0 BOPOBaAKEHHS PaaiodyacTOTHOI imeHTH(piKaIrii

21 TIpodecop Kadeapu eKOHOMIKM MigIPUEMCTBA 1 IMiANIPUEMHUITBA,

IOKTOP €KOHOMIUHMX HayK, mpodecop, XMeJbHUIIbKUHA HAaIiOHAJIbLHUMN
yHiBepcurer, YKpaina
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(RFID) B jaHIIOT TOCTABOK BUPOOHUUYMX TOBAPiB UMM IIPU-
BEPHYB yBary Mo camoi ifel ImigKJIOUeHHS 10 Meperki HOBUX
TuniB npuctpoiB. Ha chorogui pospobkamu B cdepi mocri-
I)KeHb i craHgapTusallii inTepHeTy peueil 3aiiMaloThCs Oara-
TO KpaiH AK Ha piBHi HallioHAJbHUX iHiIiaTMB, HAIPUKJIIAJ
ANSI (CIITA), BSI (BenukobpuTaHis), Tak i Ha iHTepHAIlio-
"HanbHOMY piBHi: ETSI, ITU, ISO, IEC.

IuTepHeT peueil BiKe CHOTOAHI MPUHOCUTH BEJIMKi 83MiHU Y TO-
BCAKIEHHOMY KHUTTi. A 3a mporHosamu Gartner, «mo 2020
POKY KiJIbKiCTh MiIKJIIOUEHNX 0 BCECBITHLOI MepeKi mpucTpo-
iB cramoBuTHMe 26 MiTbAPIiB, a JOXiA Bif MpomaKy yCTaTKy-
BaHHA, IIPOTPAMHOr0 3a0e3MeUeHHATa MOCJHYT CTAHOBUTHUME
1,9 tpau goa» (Gartner says the Internet of Things, 2013).

IarepHeT peueil 3’€IHYEe MiAbAPAU HOBUX IIPUCTPOIB 3 iH-
TEPHETOM, aJjie Ile TaKOK PO3IIUPIOE MOKJIUBOCTI KibepaTak
XakKepiB npotu Mepe:x Ta imgopwmarrii. Illupoke BKIIOUEHHA
«POBYMHUX» IMPUCTPOIB ¥ MOBCAKIEHHI 00’ €KTU TPU3BOIUTH
IO IOSIBY HOBUX BPa3JIMBUX MicIlb AK B iHGpPacTpyKTypi, AKY
BOHU IiTPUMYIOTh, HA AKY BOHU IIOKJIAJAIOThCA, TaK i Ha
Iporecu, AKMMU BOHUKEDPYIOTh.

KiGeparak sasmaioTh mep:kaBHi iHmcTuTyIlii, 6i3Hec CTPyKTy-
pPH1, OKpeMi CceKTopM eKOHOMiKH; (HaIpuKJjal, eHepreTudHa
Mepeska), a TAKOXK i oKkpemi ocobu.

Hocrmiguuky 3 0e3meKy HIPOJOBIKYIOTh POSKPUBATU BPABJIN-
Bi Mmicia y (DyHKITIOHYBaHHI MisKHapOOHUX 1 Jep:KaBHUX iH-
CTUTYIIili, V PidHUX cepax BeleHHA Oi3HeCy i sKUTTEIiANb-
HOCTi Jrogmeii. 3oKpeMa, y IIPOMHUCJOBUX Ta KOMEPI[IHHUX
mporpaMmax mMoskemo HaBecTu Taki nmpukjaagu (Fisher, E. A.,
Liu, E. C., Rollins, J. W., Theohary, C. A., 2014; National
Vulnerability Database, n.d.):

1) KiGepHaAmaZHUKY aTaKyBaJIN HiJIPUEMCTBO 3 METOIO OTPH-
MaHHS JOCTYIIy IO Horo mijgoBoi mepe:ki. KiGepsaoBmuc-
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2)

HUKU BpasuJu MeTaaypriiiaunii kombinat y HimeuuwHi,
MaHINyJII0I0UYN Ta PYRHYIOUM CHUCTeMHU YIIPAaBJIiHHA Ta 3a-
mobiraroyu 3ynInHEeHHIO JOMEHHOI eui peryJib0BaHUM CIIO-
coboM, II10 IIPU3BEJIO JO « MACOBUX IIOIIKOIKEHD» .

KOMepIIlifiHa IIOCYyJOMMIHA MAalllnHa, AKa MOKe OyTu
OigKJIIoUeHa M0 iHTepHeTy, BKJIOUae B ceOe BOYZOBaHMI
Beb-cepBep, AKUHA «IpocayxoBye moptT 80 i cxuabHUM 00
aTtaku mepexony mo Karajory. OT:Ke, 3JIOBMUCHUK MOXKE
BUKOPUCTATH ITI0 IIPOOJIEMY IJIs JOCTYIy 10 KOHQimeH-
mifinoi imdgopmarnii miaa arak» (National Vulnerability
Database, n.d.).

1106 npotucrosaru 3arpos3am loT BapTo posymiTu ix mpupo-
Iy Ta TeXHOJIOTil X moInmupeHHA. B 1IbOMY KOHTEKCTi BapTo
3BEPHYTHU yBary Ha OOIOBiab mocaigHunbkux cay:ko (CRS)
Bixm 2014 pokry mo Kourpecy CIIA, B AKiii BU3HAYEHO II’ATH
TUIiB Ki0epP3JIOBMUCHUKIB:

1.

KiGeprepopucrtu: TpaHcHaIlioHAJbHI TEPOPUCTUUHI opra-
Hisarii, 00MOBUKHU Ta AKUXATUCTH, AKi BUKOPUCTOBYIOTH
iHTepHeT SK iHCTPYMEHT IIJIaHyBaHHS aTak, (popMy BitiHHU,
pagukaJisarii Ta BepOyBaHHS, METOJ PO3IOBCIOMKEHHS
OpoIaraHay Ta 3acib KoMmyHikaiii.

Excunepument DHS Aurora mepeabauaB KOMII IOTePHY aTa-
Ky Ha CHCTeMy YIIPaBJiHHS reHepaTopoM eHeprii, sika Ipu-
3BeJia 10 IPUNMHEHHS OIlepalliii Ta SHUIITeHHA 00JIaJHAHHA.

KiGepminurynu: ocobu, sAKi BUKpamalmOTh CeKpeTHY abo
KoHGpimeHNIifiHY iH(pOpMAaILif0, SKOI0 KOPUCTYIOTHCA YPAIU
abo mpuBaTHi Kopmoparlii, mob oTpuMaTH KOHKYPEHTHY
cTpaTeriuny, 6esneuny, (piHaHCOBY UM IIOJIITUYHY IIepeBa-
ry. 3okpema, y 3BiTi ®BP 3a 2011 pik 3asHaueno: «Kommna-
Hid cTaja KepTBOIO BTOPTHEHHS Ta BTpaTuia 3a o0y 1 mi-
JBAPI I0JIaPiB HOCTiI2KEeHb i po3pOo0oOK, IKi po3podianucs
10 pokiB».
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3.

Kibepsaxomienusa: ocodu, AKi 3aiiMaOThCAd HE3aKOHHUMU
KibepaTakamMu IJid OTPUMAHHA I'POITOBOI BUroAu. Barkko
OI[iHUTH, ajie MOPiuHi ra00anbHi BUTPpATH AJIA IPUBATHUX
ocib ckJIagarTh COTHI MibaAPAiB HosapiB (i BTpaTa goBipu-
KJIIEHTiB).

KibepareuTu: me areaTu abo KBasiareHTH HaIliOHAJIBHUX
IepskaB, AKi PO3BUBAIOTH CBOI MOMKJIMBOCTI Ta 3iAICHIOIOTH
KibepaTaku mJid TiATPUMKM CTpaTerivHUX ITijiell KpaiHu.
VYV cepnui 2012 poKy cepia kibep-aTak Oysa cipsaMoBaHa
npotu CayxiBcbkoi ipmu ApamMko, HalOiIBIIOTO ¥ CBiTi
BUpPOOHUKA HadTorazoBoi mpomucioBocti. Hamagm crpu-
yuHUIYU cuycrorieHHa 30 TucAY KoM I0TepiB KoMIlaHii, a
caM IpoTrpaMHUU KO Bipycy, MaOyTh, HOKJIUKAHUN ITOPY-
muTu ab0o 3yOIUHUTHU BUPOOHUIITBO HadTu. leAKi cmiBpo-
OiTHUKU CIYy:KOU Oe3IleKu 3aABIAI0TE, 1110 IpaH, MOYKJINBO,
OigTpUMaB I[I0 aTaKy.

Ki6Gepr-aktusictu: ocobu, sSKi BUKOHYIOTHL Kibep-aTaku
IUIA 3a{0BOJIEHHS, a60 3a (iI0COPCHKUMU UM iHITUMU He
rPOLIOBUMY MipKyBaHHSIMMH.

Cepen ocHoBHEUX 3arpos3 Ta HemoaikiB IoTsBaskaemo 3a mo-
IiJgbHe 3BePHYTHU yBary Ha TakKi:

1.

2.

3.

BigcyraicTh egunoi cuctemu. ITpo6siema inrerparii IoT —
y BimcyTHOCTi 3arajapHUMX IIpaBuj i craggapriB. Iloku He
Oyze PO3yMiHHS 3arajbHOI KapTUHU, CKJIAJHO BIIPOBAIU-
TU YHiBepcaJbHe PillleHH.

Eneprosurparricts. [l1s moBHOMiHHOI po6oTu IoT moTpi6-
HO JIOMOTTHCS aBTOHOMHOCTI Mepe:Ki i oTpumyBaTu eHep-
rifo 3 HABKOJIUIITHBOTO CePeIOBUIIIA.

ITurtamusa Gesmexu Ta mpuBaTHOCTi. OCHOBHUI PU3UK — Y
BigKpuTiii 6asi ganux. Y maxpaiB 3’ IBUTHCA MOKJINBICTH
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3JJaMyBaTH He TiJIbKM PaXyHKU i KOMII I0TepH, ajie HaBiTh
XOJOAUIBHUKMU.

~

BapricTs. Texnika mopora, He3BasKauMW Ha Te, IO ii BU-
KOPUCTAHHA OKYIUTHCA B MAWOYTHBOMY: CHCTEMAa <«PO-
3YMHUH OiM» DOIOMOKE 3a0IMaIWTH Ha eJeKTPUIll i Bo-
IOIIOCTAUaHHi, OOJamgHaHHsS Ha BUPOOHUIITBI 3aBUaCHO
CIIOBiCTUTH IIPO PUBUK ITOJOMKHU, KYXOHHA TeXHiKa T03BO-
JUTHh YHUKHYTH IICYBaHHSA IIPOAYKTIB.

AHanis3youn TeXHOJIOTIUHUNI IIPOTPeCc OCTaHHIX AeCATUJIITH,
MOJKHa BIIEBHEHO CKal3aTH, IO JIIOJICTBO PYXAa€THCA 0 BIIPO-
BamkeHHA KoHmenirii IoT B skuTTa.

Ot:xe, HEOOXiTHO MPOEKTYBATH CUCTEMHU IJs 3a0e3leueHHsa
Oesmexu. B 1bOMYy KOHTEKCTi BaKJINBO 30aaHCcyBaTH BUTPA-
TH Ha 3aXMCT Ta 4ac Ha oro 3a0e3nedyeH .

3axwucT pimrens Ha 6a3i IoT Big Tux, XTO IIIaHye 3aBIATH IIIKO-
a1, Oyae MaTH BUpilIaJbHe 3HAUeHHA IJd 3poctanHs I1oT, a
TaKOoK IJIS 0COOMCTOI Ta MiJI0BOI Oe3IIeKH.

Cepen ocHOBHUX 3acaj 3a0e3neueHHA 0es3leKy BBAasKAaeMoO 3a
HeoOXigHe BUAIINTHU TaKi:

1. Komywnikamitiai texuosorii. IlludpyBanusa — cKJIaZHUI
mpoliec, Ma€ HaCIiAKM BijJ amapaTHOro 3a0e3IleueHHs 0
KJIIOUOBOTO YIIPABJiHHA, ajie € e(PeKTUBHUM pPillleHHAM
nis 6esmeunoro IoT.

2. Ilocnyru, moBu Ta iHcTpymeHTu. CinabKi cTOpoHHU mpoO-
rpaMHOro 3a0e3IleueHHA y CHCTEMi Ta KOJi NPU3BOAATH
1o BpasauBoi poboru IoT. MoBa, cTraHZapTu AU3aiHy Ta
KONYBaHHSA, a TAKOYK iHCTPYMEHTH, fAKi IX migTpUMyIOTh,
YyTPUMAaHHA CJaY:KO, OB’ A3aHUX i3 0e3MeK0I0 — MoTpedy-
I0Th (DiHAaHCYBaHH:, ajle eKOHOMiA Ha TaKUX CKJAIOBUX
MOKe IIPU3Belie N0 CepPHO3HUX IMOPYIIeHb, AKUX MOYKHA
0yJio 6 3amobirTu.
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3. Ceprudikaria. Ceprudikaiiisa 6e3lMeKn MOKe BUMaraTuch
IJIS TIeBHOTO HANPAMKY AidabHOCcTi. HaBiTh AKIIO Ie He
MOTPiOHO 3apas, YCBiIOMIOIOUN BUMOTH IIOA0 cepTudika-
1[ii Ta BKJIOUEHHS KOPUCHUX €JIeMEHTIiB y IPaKTUKY Po3-
POOKM, BaKe 3apas IIOTPi6HO CTBOPIOBATU Oe3IIeUHi IPOaAYK-
TU Ta IOTEHI[IMHO NiATOTYBaTH X 10 BUMOT cepTudikaIii B
MaO0yTHBOMY.

4. TIIpomucaoBa Koomepailis. Boporsba 3 xakepaMu — Iie acu-
MeTpuuHa Bifina. CmiBmparlis mjogo BUSBJIEHHSA Ae(eKTiB,
BiJICTE)KEHHS Ta CIILJILHOTO BUKOPHCTAHHS PO3POOOK, Ha-
BiTb KOHKYPEHTIiB, cTajia IPUNHATHOIO NMpaKTuKow. Tak
NIST Cybersecurity Framework mpussesia 10 po3poOKu
OCHOB [IJIs OpraHisailii 3ycuJib IMOJO0 BIPOBAaIKEHHS Ta
amamTallii mpakTuK 0e3lleKu B opraHisarrii.

Omxe, OJA iHTEepHETY peuell XxapaKTepHi e OiJbIl cKJIamHi
mpobaemu 3abesneueHHA 0e3MeKU B TOPiBHAHHI 3 TUMU, AKi
BJIACTUBi N1 Mepesk 3B’A3KY. [lo HUX HOMaOThCA MOIKJIUBI
mpobjaeMu MacIITabOBaHOCTI MepesKi, BUKJMKAHI MaJio 1e-
penbauyBaHUM OOCATOM Ilepenadi JaHUX BiJ BEJIUKOTO YUCJIa
BY3JIiB, HEHAIiHiCTh IPOrpaMHOT0 3a0e3IeUeHHA, TOIIIO.

IITIupoxe 3acTocyBaHHSA iHTepHETY peudeil € pe3yJbTaTOM iH-
Terparlii KOMII'IOTePHIUX TEeXHOJOTill, TeXHOJIOTifl 3B A3KY i
pisHUX oOJsacTeil MpoMHUCJIOBUX rajayseii. KpiMm mopymieHHsa
irgopmarniiinoi Oes3meKu TPagUIiHHIX MepesK 3B’ A3KY (B pe-
3yJbTaTi PUBUKY IIiJICIYXOBYBAaHH:A, CIIOTBOPEeHH:A iH(popMa-
ii, poskpuTTsa iH(opmarrii) mpucTpoi Ta Mepe:Ki iHTepHeTy
peuell CTUKAIOTHCS 3 JOAATKOBUMU IIpobaeMaMu Oe3leKn Ha
OPUKJIATHOMY PiBHI — IpM BUKOPMUCTAHHI XMapHUX 00UMC-
JeHHAX, 00po0IIi indopmarrii, 3abes3mneueHHi IpaB Ha iHTeIeK-
TyaJbHY BJACHICTb, 3aXUCT IIPUBATHOCTI TOIIIO.

Y HanbamxruoMy MaiioyTHbROMY cepenoBuiiie IoT Oyae 6e3mo-
CepeIHbO IIPUUYETHE IO MKUTTS IIPOCTUX JIIOAEH Ta 0o OisHecy
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i mep:xkaBHOI HigabHOCTi. OTIKE, TAKY CKJIAIHY CTPYKTYPY HeE-
00ximHO OyAyBaTH 3 ypaxyBaHHAM CY4aCHUX BUMOT I0 iH(OP-
Mairifinoi 6esmexu. [[o muTaHHS 3a0e3IIeUeHHA 3aXUIIeHOCTi
ingopmartrii B mesxkax IoT Heo6XigHO TiAXOAUTH KOMILJIEKCHO i
0CO0JIMBO MPUAIJIATH YBaru TAKUM aclieKTaM AK 0e3lneKa KiH-
1eBUX iH(opMaliiHux cucTeM i 6e3nekra ix B3aeMoil.
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3pocTtaHHg nowmpeHHs IHTepHeTty
peuen Ta npobnemu 6e3nexku
B uacm Kiéeparak

Tersaua I'omoBau??

¥ crarti (Byrepa, 2018) naeThbca HacTyIlHe BUBHAUEHHSA TEP-
miny «IaTepHer peueii»: «IHTepHeT peuei (aura. Internet of
Things, I0T) — KoHIemnia Mepexxi, IO CKJIALAETHCA i3 B3a-
eMo3B’a3aHuX (Pi3UUYHUX IIPUCTPOIB, AKiI MarOThL BOymOBaHi
mepemaBadi, a TAaKOXK OporpaMHe 3a0e3IleueHHs, IO T03BO-
Jsie 3MiMiCHIOBATH Iepefauy i OOMiH JaHUMHU MiK (ismuHuM
CBiTOM i KOMII'IOTEPHUMMU CHCTEMAaMU 3a JOIIOMOTIOI0 BUKO-
PUCTaHHS CTAHAAPTHUX IIPOTOKOJIIB 3B’s3Ky». Haremep Ha-
OyBae IMOIIMPEHHSA TaKOK TePMiH BCEOXOILIIOIOUUNA abo Bce-
ocsoxuauit Iurepuer (Internet of Everything, IoE ).

3rigHo 3 GiJNBIIiCTIO MPOTHOBIB, «lHTEpHET peueii» MPOJOB-
SKUTH 3POCTAHHA 110 BCbOMY CBiTy. Po3yMHUX IpucTpoiB cra-
He OinbIrre. 3HauHO 3pocTe ixX QpyuKIiioHasn. IITporaos obcary
IuTepHeTy peueit y cBiTi Ta y Pocii HaBemeHo B Tabsumii 1.

3a mporuosamu, B 2022 poIlii eBpoImeiicbKa raixyssb IHTepHETY
peueii mokaske pesyabTar B 241 mupza. mos. Haibinsmumn
cermernTamu [oT 3anuimaTuMyThCsa BUPOOHUIITBO, KOMYHAJIb-
Hi cay:kbu, pos3apiOHA TOPTiBJIA, TPAHCIOPT. ¥ IIOTOYHOMY
poIi JimepoM Ha €BPOMEMCHKOMY PHUHKY IHTepHeTy peuei

22 Crapmmuil BUKJaZad KadeIpy €KOHOMIKM IIiAIPHEMCTBA i MiAIpHeM-
HUITBA, XMeJLHUIIbKUN HalllOHAJIbHUI YHiBepcuTeT, Y KpaiHa
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Tetana [onosay

Tabuunsa 1.
IIporuos o6esary Inrepuery peueii (TAdviser, 2019)

3HaUeHHA
IToxkasHUK

1. Onrumicruuynuit nporuos | 215,6 | 273,9 | 347,9 | 441,8 561
ob6cary Iurepuety peueii y cBiTi,
MJIPZ. JOJI

2. IIporuos obcsary IuTepHery
peueit y Pocii, mapza. py6:

— OIITHUMIiCTUUYHNHA 149,8 | 211,2 | 297,9 | 420 592,2
— [IeCUMIiCTUYHUNA 129 |151,8 |174,6 | 197,4 | 220,2

oynme HimeuunHa 3 pesysabTaToM B 35 MJapA. goj. Hamai migyTs
dpanria tra Berukobpuradia 3 BUTpaTamMu moHan 25 MJIPH.
moia. A ochk Itanmia moxkaske pesyabTaT Ha piBHi 19 Mupa. moa
(Finance.ua, 15.02.2019).

Pociticekuit punok IoT gimurhca ma cnosxuBuuii (B2C) ta
koprnopatuBauii (B2B). Misk HUMM € IPUHIIUIIOBA PiBHUILA:
B2B IuTepHeT peueii HalliJieHWiT HA 3apOOJIAHHA KOIITIB a00
ix ekoHOMii0, a B2C — Ha BUTpauaHHs KOIIITiB; TYT BasKJIUBO,
SAKY CyMY KOPHUCTyBa4 TOTOBUH IJIATUTU B 0OMiH HA KOMMOPT
abo ma 3amoBoJieHHs. YacTka ipm Pocii, AKi cborogHi BUKO-
PUCTOBYIOTH y POOOTi T PORBi cucTeMY YIIPaBIiHHSA BiIHOCUH
i3 xaierramu (CRM), B cepemHbOMY IO KpaiHi He mepeBUIITy€E
10,3 % (ICT Moscow, 2019). Takoro K € cuTyallis i3 BIpo-
BaJ;KEeHHSAM CHCTEMM IIJIaHYBaHHS PECypcCiB IiAmpueMcTBa
(ERP): cepenniit moxkasuuk mo Pocii — 12,2% Bixg saraabHOl
kimskocti mocaimkysauux (ICT Moscow, 2019).

17 ciung 2018 pory Kabimer MimicTpiB YKpainu cXBaJuB
Konrmeniizo po3BUTKy mu@poBoi eKOHOMiKHK Ta CyCHiJIbCTBA
Vipainu Ha 2018-2020 poxu Ta 3aTBepAUB IJAH 3aXOMiB 3
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ii peaxisanii (IIpo cxBamernHsa KoHIemnIrii po3BUTKy mu@po-
BOI eKOHOMIiKM Ta cycminbeTBa YKpainu Ha 2018-2020 poru
Ta 3aTBEPIKEeHHSA IJIAHY 3aXO0/iB m1oa0 ii peaJsizarii, 2018).
3a oIiHKaMu aHAJITUKIB, BUKOHAHHA ycix nyHKTiB Konmen-
11ii po3BUTKY IU(PPOBOI €eKOHOMIKU Ta CyCHiJIbCTBa ¥ KpaiHu
Ha 2018-2020 poxu cupusATIMe 3POCTAHHIO BHYTPIIITHHOTO
CIOXKUBaHHA NIU@MPOBUX Ta iH(GOpMAaIiliHO-KOMYHIKaIii-
HUX TeXHOJIOTiii 6idHecoM y 5-6 pasis: 3 700 mau gou. y 2017
potti mo 3,5-4 mapx goa. y 2021. KinbKicTh cTBOpeHUX PoO-
0ounx Micipb opieHTOBHO 30inbIIUTHECA Ha 200-300 THC. MOI
mo 2021 pory. Ouikyerbes, 1o 1o 2021 pory 95% ycranos
00CIyrOByBaHHA IPOMAAH: BiJi TPAHCIOPTY IO CAJIOHIiB Kpa-
CU HAJaBaTUMYTh I'DOMaAAHAM MOYKJIHBOCTI 0€3TOTiBKOBUX
pospaxyHKiB. 99,9% rpomaasu YKpaiHu OyayTh MaTU e€JIeK-
TpoHHUY nu@poBUil minmmc, iHterpoBanmuit B macmopt (ID
kaprty) abo SIM-xkapty (MobileID). Haremep € okpemi mpo-
eKTH, PillIeHHA i TeXHOoJIoril, Hal AKUMU IpaIfoe ¥ paa, aep-
JKareHCTBa, IIPEeJICTAaBHUKY OKPEMHUX OpraHisarliii Ta KoMIia-
Hi#: 4G, ProZorro, «po3yMHi-MicTa», e IeKTPOHHA MUTHUILA,
enekTpouHa menkapra (e-Health), erekTtponne ypsaayBaHHs
rotro. Haa ycuimHoro «mudpoBoro» ctpubka B YKpaiHi He-
00xigHO 3a0€3meYUTH JOCTYII A0 IITBUIKiCHOTO IHTEpHETY, [0
SAKOT0 HaTelep MaloTh JOCTYII JIAIEe 5,5 MJIH rpoMagdH. ¥
miranax ¥Ypany 1o 2020 poxy 30iJbIIINTU TOKPUTTS IIINPOKO-
cmyrosuM Iureprerom nonayn 70 — 80 % repuropii Ykpainu.
Takuit KPOK JO3BOJUTH JOCATTHU 3 MJIPJ JOJI. IIOPiYHOro 06’e-
My IPUBAaTHUX iHBeCTUILiN y chepy MuGpPoBoi iHppacTpyKTy-
pu BKJIOYHO 1m0 2021 pory. Ilicasa cTBOpeHHS HEOOXiZHOTO
3aKOHOJABUOT0 Ta peryasaTopHoro mojd moHax 80% 6isHec
mporieciB nepeiayTh y «unudpy». Ile B cBoo uepry cupus-
THMe 3POCTAaHHIO YaCTKU BHCOKOTEXHOJOTIYHOTO eKCIIOPTY
Y BUIIYCKY IPOMMCJIOBOI IPOAYKILII Ta KiJIbKOCTI BUHAXOMAIB
(Miudisu, 2019).
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3a KinbKicHUM 3pocTanHAM IHTEpHeTY peuell i opranisariii-
HO-TeXHOJIOTiUHOI0 TpaHc(opMaIlielo BUPOOHUIITBA CTOATH
BasKJIMBI AKicHI sMiHuM B ekoHowMmini. Taxk mawi, AKi panimie
OyJiu HENOCTYIIHi, i3 3pocTaHHAM BOYJOBAHUX IIPUCTPOIB €
IiHHOIO iH(popMAaIlio ITPO XapaKTep BUKOPUCTAHHSA IPOAYKTY
¥ yCcTaTKyBaHHA /IS BCiX YUACHUKIB BUPOOHUYOTO ITUKJIY, €
OCHOBOIO ()OpPMYyBaHHA HOBUX OidHec-mMofeJsiell Ta 3abeaneuy-
IOTh DOJATKOBHMI AOXin Bim mpomosuilii HoBuX mocayr. Bip-
TyaJsisamia BHUPOOHWUYMX (PYHKI[IA CYIPOBOIKYETHCA (hop-
MYBaHHAM «EKOHOMIiKHU CIIiJIbHOTO BUKOpucTaHHA» (shared
economy), AKa XapaKTePUBYETbCS iCTOTHO OiJIBIIT BUCOKOIO
e(PeKTUBHICTIO i TPOAYKTHUBHICTIO 3a PAaXyHOK ITiJBUIIIEHHSA
BUKOPUCTAHHS HAaABHUX PecypciB, 3MiHM (QyHKI[iOHATY TIPU-
CTPOiB 0e3 BHeceHHA 3MiH A0 (ismuHUX 06’€KTiB, MIIAXOM
3MiHU TeXHOJIOTil ynpaBainHa HuMu. MogesnoBaHHSA TEXHO-
JIOTIYHUX TIPOIlECiB, HAaCKPidHE IMPOEKTYBAHHA AO3BOJIAIOTH
BUTOTOBJIATU HITYYHUIN ab0 MaJyiocepifHMII IIPOAYKT 3a Mi-
HiMaJIbHOIO ITiHOIO [/ 3aMOBHUKA Ta 3 MPUOYTKOM AJIA BU-
pobouuka. EtamonHa apxiTeKTypa, CTaHZAPTU30BaHI Meperki
JIO3BOJIAIOTh 3POOUTHU CIiJILHY BUPOOHUUY iH(MPACTPYKTYPY
IOCTYIIHOIO IJIA CEPEHBOT0 Ta MaJIOT0 6idHeCy, 1110 IOJIETTIIYE
iX 3yCUJIIA 3 YIPABJIiHHA BUPOOHUIITBOM, JO3BOJISIE IIPUCKO-
PUTU pearyBaHHA HA BUMOTHY PUHKY i CKOPOUEHHS JKUTTEBOTO
IMUKJY TPOAYKILii, Ta TATHe 3a cO00I0 PO3POOKY i TOABY HO-
BUX JOIATKiB i cepBiciB.

IIpore mamami BapTo OUiKyBaTU IMOCHUJIEHHS CHUCTEM 0e3IeKU
B IoT, Tak ak He ciim 3abyBaTu mpo pisHOMAHITHI Bipycwu,
oorHeTu ¥ Kibeparaku y 1iii cepi (Bopucos, 2017). 3a mo-
nmepenHiMu mporuosamu, B 2021 pori BuTpatu Ha 6e3IeKy
3pocTyTh Mali:ke B Tpuui mopiBHaHO 3 2017 poxom (IQusion,
2019). Excnepru Frost & Sullivan BigsmauaroTs, 1110 migBu-
IMeHHA PUBUKIB HNPU3BOAUTL A0 3HAXOMKEHHS 3araJIbHUX
migxomiB mo 3abesmeueHHs Kibepbesmeku. Ciain BigsmaunTi,
[0 PMHOK IIOCJYT IIPOMICJIOBOI KiOepOesmeKu 3HAXOAUTh-
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cdA Ha TiKy CBOTO JKUTTEBOTO ITUKJIY. CBOIO poJib BimirpamoTs
MMOCUJIEHHS PeryJasTUBHOI PoJIi ypAAiB KpaiH cBiTy B obsacTi
IB i1 36imbIIeHHA 00i8HAHOCTI PO TPOBJIEMY K Ha «3PLIUX»
PUHKAX, Tak i HA «Mosonux». Cepeln MOCIYyTr PUHKY IIPOMUC-
J0BOI KibepOes3reKu ImepcrueKTUBHUMY, 3TigHo 3BiTYy Frost &
Sullivan, € Taki:

— Ppo3pobKa iHTerpoBaHUX mIaTdopM, IKi 3a0€31IeUyI0Th BH-
COKUI piBeHb 0e3IeK’ KiHIeBUX KOPUCTYBAaUiB;

— IapaJjejbHe BIIPOBAJKEHHS KpAIUX IPaKTHUK 3abesime-
yenHda IB;

— BUKOPHUCTAHHSA aBTOMATM30BAHUX CEpPBiciB ymIpaBIiHHSA
Ta POSIIHPEHOI aHAJITUKMN IS PO3POOKUM KOMILIEKCHO-
ro mopT@ess MOoCIyT, AKUN Mo:Ke OYTH aJalTOBAHUN AJIs
BCiX THUITIB KiHIIEBUX KOPUCTYBAaUiB;

— THYYKi wMogemi 1mimoyTBopenna @ miaxim C SaaS
(Cybersecurity-as-a-Service — «kibep0Oesmnexa SK IIOCIY-
ra»).

Icaytoui npobiemu 6esneku IoT-mpucTpoiB MokHA BUpPIMTy-
BaTU 3a gomoMoroio ceprudikaiiii. CborogHi mUTaHHIMN
ceprudikaliii saliMamOTbCA KiJbKa IIPUBATHUX KOMIIAHIH.
3okpema, kommauisa Online Trust Alliance (OTA), mesaesx-
HU migposaia komnauii Verizon - ICSA Labs, komnania UL
Cybersecurity Assurance (CAP). Besnerka IuTepHery peueit
cTaJia OfHi€lo 3 mepIIux c)ep BUKOPUCTAHHSA OJOKUYEHH-TeX-
HoJIOTii. 3aBAAKN TEXHOJIOTiI PO3IIOIiJIeHOro peecTpy 3’ sABU-
Jacs MOMKJUWBICTL 3a0es3leuyBaTy BUCOKWUI PiBeHL Oe3IleKu
IoT-npucTpoiB B Mepeski Ta yCyHYTH icHyIOUi oOMe:KeHHS i
pusuku a1 IoT, o moB’sa3aui 3 meHTpasisaiero. Bioxkueiin
JIO3BOJISIE IIIBUAKO i Oe3meuno 36epiraTu mMpoTOKOJIU OOMiHY
¥ pesyabraTtu B3aemopii pisuux IoT-mpuctpoiB B gerenTpa-
JgisoBaniii cucremi. Ilposigui Kommanii Cisco, BNY Mellon,
Bosch, Foxconn yTBopmiIiz KOHCOPIiyM, MeTa IKOT'0 3HAXO/I-
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TU PillleHHs 110 BUKOPUCTAHHIO OJIOKUYeiiHA A 301JbIITeHHS
O0esneku i mosinmmenua B3aemonii IoT-npoaykris. Choromui
0JI0KUYeiiH MOKe BUKOPHCTOBYBATHUCA IPU YIIPABJIiHHI ayTeH-
Tudikaiiero, mepesipili mpamesgaTHOCTI pisHUX cepBicis, 3a-
OesmneueHHA HeNOAiabHOCTI iH(opMmarrii Tomrto. DHS CIITA mo-
YaJI0 BUKOPUCTOBYBATHU TEXHOJIOTiI0 OJIOKUYEHH IJIA 3aXUCTY,
nepenaui i 30epiraHHa JaHUX, AKi 30UpaOThCA BiZOMCTBOM 3
KaMep Bifleo CIIOCTEpesKeHHA i Pi3HUX JaTUYMKIB KOHTPOJIIO.
Texuosorito Tako:k Tectye i DARPA - migposain Mino6opouu
CIIIA, m1o 3aifiMaeThbCcAa MUTAHHAMU PO3POOKM HOBUX TEXHO-
Jgoriii nasa apmii (Kpow,2018).

g nigBuienua 6esmeku Ta crabismbHocTi mudposoi indpa-
CTPYKTYpu YKpainu Ta MaitoyTHbOTO 3pocTanud IT-imgycTpii
HeoOXimTHMM € IPOTHO30BAHE Ta 3p03yMiJje peryasiTopHe cepe-
ITOBUIIE Ta 3aXWCT iHO3eMHUX iHBECTUIIill, BKJIIIOUAOYN IIpa-
Ba iHTeJeKTyaJIbHOI BJIACHOCTI Ta KoMepitifini TaemuMIi. Oc-
HOBHUMU TpYyAHOIIaMu (rpobjieMmaMu) y i cepi HaTemnep €:

— 3arajibHa HEBU3HAUEHICTh y CTAJOCTi IMOJITUYHOTO / eKO-
HOMIiYHOT'O POBBUTKY Y KpaiHu;

— BajexHicTs, yKpaincobkoi IT-imgycrpii Big mpaBoBoro pe-
JKUMY PeryJloBaHHSA IPUBATHUX IIIAIIPUEMIIIB;

— BHCOKAa KOHKYPEHIIid aJsd KBari(pikoBanux (paxiBIriB y ce-
pi IT ak Ha MicileBoMy, TaK i Ha MiKHapOJHOMY PiBHAX;

— CKJAaJIHi IIPOIleypy OTPUMAHHS JO3BOJIIB Ha IIpaleBJalll-
TyBaHHSA IJIS iHO3eMHUX (paxiBIliB 3 iHGopMaIlifiHUX TeX-
HOJIOT'i;

— BeJIMKUU PO3PUB MiXK piBHeM KBaJri(ikairii, 1o HagaeTbes
IT-ocBiTot0, Ta MOTPEbaAMU TATY3i;

— nmil TIpaBOOXOPOHHUX OPraHiB, AKi IepexbadyaroTh BTPY-
YaHHA y 3BUYAWHY I'OCIOJAPCHKY AiAJbHICTH Ta apeliTu
o0JIaHAHHSA;
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— HeJOCTaTHiN 3aXMCT i JOTPUMAHHSA IIPaB iHTeJIeKTyaJ bHOI
BJIACHOCTI Ta KOMEePI[iHOI TAEMHUIIi;

— HUBBKUHN PiBeHb 3aXUCTy MePCOHAJTBHUX AaHUX i BifgcyT-
HicTb pimeHHda mpo agekBaTHicTh €C;

— HeIpo30puil MexaHi3M 300py Ta PO3MOJiNy aBTOPCHKUX
BrHaropoy (Hacamuepes uepe3 Opranisanii KOJIeKTUBHOTO
YIIpaBJIiHHA);

— BifcyTHiCTB Ai€eBOTO MexaHi3zMy AJs O00pPOTHLOM 3 IIATEHT-
HUM TPOJIiHTOM;

— HU3bKAa iHTEeHCUBHICTH IIpoBegeHUX pedopM y chepi iH-
TeJIeKTYaJIbHOI BJIACHOCTI i KOPIIOPaTUBHOTO yIPaBJIiH-
HA;

— BifcyTHicTB peaJbHOI Ta AieBOI BiAIOBiZaJIBHOCTI ITOPYIII-
HUKiB IIpaB iHTeJeKTyaJibHOI BjlacHOCTI (AMepuKaHCBhKA
TOpPTOBeJbHA MajiaTa B YKpaini, 2018).

Posramanysimm pekomeHJaIlil JOCHiZHUKIB 3arpo3 y cgepi
O6esnexku loT-mpucTpoiB, BMOKPEMIMO OCHOBHI 3aX0H IIIOJ0
SHIKEHHS PUBUKIB Ta 3a0e3leueHHsa €JHOCTI BUPOOHMUOI MIi-
SAJIBHOCTI y PiBHUX Higposmisax opraHisaIrii:

— HeOoOXiZHUM € 3amPOBaKEHHSA IOJITUKHU, SKa CyBOPO 00-
MeXKy€e€ BUKOPUCTAHHSA IIPOMUCJIOBUX CUCTEM YIIPaBJIiHHA,
JOITyCKAIUM I1X BUKOPUCTAHHA TiJIBKU IJA HeoOXimHmx
omepariii. S3HUBUTU AOCTYIIHICTH POOOUMX CTAHILi!l i MO-
HIiTOPiB MPOMUCIOBUX CUCTEM YIIPABJIIHHA 3 JOCTYIIOM I0
30BHIiIIHLOTO IHTEpHET Uepes Gpaysep;

— TOTPiOHO TPOBOAUTU THEPEBipKYy HOCTAYAJIbHUKIB I cuC-
TeM, KOHTPOJIOBATH CBOEUYACHY YCTAaHOBKY BCiX BHUIIpPaB-
JIeHb Ta OHOBJIeHb. CKOPOTUTY BUKOPUCTAHHS KapT I1aMm’ -
i USB ta guckis DVD;
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HeoOXiZHO i30JII0OBATU TPOMUCJIOBI CHCTEMM YIIPABJIiHHA
Big IT-meperk, He HomycKaTH MPAMIi 3’€THAHHSA MK IIUMU
aBoMa iH(ppacTpyKTypamu (1e BiTHOCUTHCA IO MEPesKeBUX
3’eIHaHDb ¥ MiJKJIOUeHb HOYTOYKiB Ta KapT mam’ aTi);

OTPiOHO BCTAHOBJIIOBATH BUKOPUCTAHHSA MHAPOJIiB 3a 3a-
MOBUYBAaHHAM Y BUPOOHUUIN MepesKi Ta 3aMiHIOBaTH I1i Ia-
poJri. BukopucroByBaTu 1BOX (DaKTOPHY ayTeHTHU(PIKAIIiI0
BCIOI U, e Ile MOYKJIUBO;

JIOI[iJILHO IePeBipATY IIJIAHU aBapilfHOTO BiTHOBJIEHHA Mic-
Jisg MaciiTabHol KibepaTaku.

MosxanBuMY HAIPAMKaMU HOMOJaHHA TPy AHOIIiB B IT-iHIY-
cTpii YKpaiuu €:

ayTCOPCHHT IIPOrpaMHOI'O 3a6e3nequHH;

OPUAHATTSA 3aKOHIB, AKi 00MesKaTh IIOBHOBAYKEHHS IIPaBO-
OXOPOHHUX OPTaHiB HA BUJIYUEHHA 00JaJHAHHS;

rapMOHi3aIlisa YKpaiHChbKOT0 3aKOHOAaBCTBa y chepi iHTe-
JEeKTyaJIbHOI BJIACHOCTI i3 3aK0OHOZaBCTBOM €BPOIEHChKO-
ro Corosy BigmosigHo mo Yrozm mpo Acoifiariro Yxpai-
Ha-€C;

MOJIepHisallia 3aKoHOmaBCcTBa y chepi MPOMUCIOBOI BJIac-
HOCTi;

pedpopMyBaHHA CHCTEMHU Opradizamiii KOJEKTHBHOI'O
YIPaBJiHHA 3 YpaXyBaHHAM HaWKpalix CBIiTOBUX ITpakK-
THUK;

cTBopeHHA HallioHAJIbHOTO OpraHy 3 MUTaHb iHTEJIEKTY-
aJIbHOI BJIACHOCTI;

yTBOPeHHS i GPyHKIIioHyBaHHS BuIioro cyay 3 nuTaHb iH-
TeJeKTyaJlbHOI BiacHOCTi (AMepuKaHChKa TOpPTOBeJIbHA
najiata B Ykpaini, 2018).
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3ayBamkumo, 1o IT TempmenItii HeMOMKJIMBO po3BHUBaATHU 0e3
AKicHOI rimobanpHOI iH(ppacTpyKTypu. ChoromHi taxka iHd-
PaCTPYKTypa IpeACcTaBlIeHA BeJIMKUMH JaTa-IeHTpaMu. Ix
KimbKicTh y cBiTi miopiuHo 3pocTae. Y mepIiry uepry Iie moB’s-
3aHO 3 PO3BUTKOM OijbIitocTi HanmpaMKiB IT, AKi 36iabITyIOTH
Y CBOIO Uepry obcAru riaodasbHoro Tpadiky, KiabKicTh TaHUX
Ta BUMAaraiTh BEJUKUX OOUMCIIOBAJIBHUX Ta IPONYCKHUX
nory:xkHocTell (IQusion, 2019).

Buxongsaum 3 mpoBegeHOro IOCJIiMIMKEeHHS PaxyeMo, Io Hali-
6inmpin 3aTpebyBanumu B 2019 pori OyayTs aBTOMATH3AIlidd,
0esmeka, 6aokueiin, IoT, I1OHu. I1i ocHOBHI HanmpaMKu 6y-
IYTh CIIPUATH PO3BUTKY iHIMX OGiJIBINT JOCKOHAIMUX 3ac00iB
00po0OKI, IIepeaydi, BBeAeHHSA JaHUX TOIIO.
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Current elections campaigns in Europe and Ukraine are un-
doubtedly due to show us the real scale of the Russian cyber
threat. The European continent has turned out to be a digi-
tal battlefield where hackers, in particular state-sponsored
ones, test and improve their skills. Cyber-attacks such as
Not-Petya showed that Ukraine and Europe are closely inter-
connected and the common plan of actions is needed to resist
the cyber threat, be it through public, private or civil society
sphere.

Being a civil society organization Promote Ukraine with
support of the partners organized the conference “Behind
the digital curtain. Civil society vs state sponsored attacks”.

Sponsors and partners of the conference

Djannet.com
East West Mentor
DigitYser
CyberDesk
Institute of Innovative Governance
BizmecWoman
XMeJTbHUIbKUH HAIliOHAJTBHUN YHIBEPCUTET
JIbBiBCHKUE HAIiOHAJNIBHUN YHiBepcuTer iMm. I. @panKa
KuiBcbkuii mamionaabHU eKOHOMIUHUE YHIiBEePCUTET
im. B. I'erbmana
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Promote Ukraine is a non-profit start-
up. It is a politically and governmentally
independent organization situated in"
Belgium. It consists of a thriving team of
professionals who on pro bono basis se€k
to give voice to Ukrainian civil society
in Europe and, in particular, throughout
Belgium. We believe in European values
such as civil rights, good governance and”
equal opportunities. Through connecting
EU businesses and politicians with
Ukrainian stakeholders, we facilitate the
sharing of best practices between EU-and
Ukrainian partners with the goal to bring
Ukraine closer to EU norms and values’
from a bottom-up perspective.



